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1 Introduction not be viewed as acceptable so geographical redesign is not

L . ractical.
Cell suppression is the long standing standard method usgd to

protect the confidentiality of business statistics. It whbe line of business is described by a Standard Industrial
developed in parallel with the introduction of extensive use(@assification (SIC) which is subject to periodic revision, and
statistical data in business. Statistical data is so useful @an name change. SIC revision is a practical form of table
institutions have been developed to providé iThese redesign over time. There is less disparity in the activity under
institutions are the statistical agencies. They are given ﬂaﬂwvaf'ous SIC codes than for the geographical codes but it is
the privilege of accessing the data and the responsibility® f true that the activity under the more active SIC codes will
ensuring that the data is useful and can only be usedPfmuch greater than that under the less active SIC codes.

statistical purposes. In this note we will review the problemsonomic theory of the firm suggests that the size of any
that cell suppression poses for the users of the statistical gigdthess will be the accumulation of successive increases or
as well as various methods that have been suggestedidgfeases, with the increments being multiplied, so that the
addressing these problems. One of the methods is a techrjgé@ become highly skewed. The economic activity of any
which has not been previously fully explored and will bgm in a given time period will vary about its size. The
developed later in this note. collection of economic data will be highly skewed but the
2 Data value of any firm will be centered on its size which may be

assumed known to anyone with some degree of inferest

The data with which we are concerned is business econqmiger businesses are not located at single geographic sites
data as found in a typical business survey such as a Censyit9have multiple locations for their multiple components.
Manufacturing. Businesses are described by their locatipRg various components are called establishments in

and lines of business. statistical practice to allow for branches, subsidiaries and

The location is the common political jurisdiction of natioRther legal forms. The entire business is usually called an
region, state, county and locality, which is a generic name8Berprise. An enterprise is a collection of one or more
towns and cities. The particular names for the levels of @#ablishments that share their internal economic data and is

metropolitan areas, which are groupings of localities, cotiige economic statistics with which we are concerned are
serve as an alternate grouping instead of counties. Sometifigsie tabulations of the economic activity classified by
a metropolitan area may overlap state boundaries as it is Qfi&§yraphy and SIC. The resulting tables are of great interest
the case that major cities are located on rivers which also,adn they are of industry groups or major industries at the
as state boundaries. A major inconvenience with geographisal| of the nation or region. When viewed at the level of
coding is that the sizes of states may vary widely, with h&nties, or even smaller states, and individual industries the
smaller states being much smaller than the larger citiegghles become rather sparse. A description of Swiss cheese
common form of article for magazines is a proposal foggjes is suggestive of some isolated data in the presence of
more rational geographical grouping which is based @Rny zero values. Additional classifications are regularly
current  economic  circumstances rather than historigabq to study ownership, trading patterns and other attributes
developments. The protection technique of table redesigptigysinesses. The publications often have several data fields
regrouping applied to tables. Business statistics publicatipnsach tabulation entry displayed across a page with the entry
which did not follow conventional political boundaries wouldpe| listed down the page so that the absence of data is not

1. Antitrust legislation makes the private sharing of business data by business trusts against public policy. Statistisadragitecpublic
sharing of business data. Business data is so useful that business trusts had been formed before statistical ageratidésrsgimed th

2. In many industries there will be either trade association or proprietary databases listing all the production fdcifibesingt capacities
and technologies implemented. Access to these databases typically requires being part of the industry, signing nondisgiosnote agd
paying substantial fees. These conditions are easily met by active businesses but may be difficult for casual observers.
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highlighted. When a single data field is organized assexond largest respondent should not be able to use the
conventional table the sparsity becomes much more evideaggregation total and@® approximate knowledge about the
smaller respondents to obtain a better h#Erapproximation

to the value of the largest respondentThe n-k%

The data collected from the enterprises is private and is tgdiecentration rules are recognizable as approximatiopéto
considered confidential. The protection of this data is donecbyicentration rules for the values ofandk or p and g
aggregating it with similar data so that the details of agpically suggested for practical use. Variations on the
respondent are not known. The amount of aggregat®sumptions lead to corresponding variations in the technical
required to protect the respondents is embodied in the nofigem of the sensitivity rules. The-k% concentration rules are

of a nonsensitive aggregation. The various special casesrmva seen as sensible but obsolete approximations to p/q
single respondent being explicit disclosure, of twoncentration rules that should no longer be used.
respondents being disclosure of each respondent to the oérir ' .
of a large respondent and a small respondent being Ifitre Data Withholding

different than just a single respondent and of two lak@en an aggregation is identified as being sensitive it is
respondents and a small respondent being little different th@Rheld from publication. Rather than a number there would
just two respondents are often listed and would have bggny withholding symbol, witic for concentratedd for
recognized when industrial statistics were initially publishefisclosurey for withheld orx for crossed out all being in use
These can all be collected into a rule which identifies |§various agencies. The withholding will only be applied to
aggregation as sensitive if the largest two respondentstigéesields which reflect the business operations. The number
more than some percentage, typical values are 75 toofénterprises responding to a cell will be always be published
percent, of the total of the aggregation. Such a rule wouldabe pysinesses identities are well known. The need for
called an 2 responderk% concentration rule in curreniyqditional, complementary is a common technical description,
terminology. It is a special case of anrespondentk% \yithholding is readily recognized to avoid determining the
concentration rule, commonly called ark% concentration yithheld value by simple arithmetic. A sensitive aggregate
rule. The technical complication in this is that while g its complementary withholding are a new hoc
marginal aggregation’s total is the sum of the internal Va'ﬁn%aregate which have a known, after minor processing, value.
the sensitivity of a marginal aggregation must be determingfs ad hocaggregate would also require sensitivity testing
directly. The size configuration, or even count, of thaq in cases of high sensitivity there may be several additional
respondents is variable as an enterprise may ha@yfiplementary withholdings. In a two way tabulation this
establishments in several of the internal cells. The motivaijgs|;id have to been done in both directions of the table. The
for n-k% concentration rules does not explicitly use tRgmplements would also require protection. Clerical
assumption that there is some level of general knowlegggcedures based on completion of the corners of a rectangle
about the size of the respondents although it is deals withgllequite effective in manageable sized tables. The rectangles
same general concerns. Some agencies would apply rB8fepecome more general paths in the presence of empty cells
than one concentration rule to deal with perceiviglere desired corners might have been. In the presence of
inadequacies of a single concentration rule. All of these rg@geral paths and hierarchically structured collections of

were directed as classifying an aggregation as either sengiii¥Rs these procedures become clerically unmanageable.
or nonsensitive.

2.1 Data Sensitivity

) i Automation based on following the clerical rules tends to be
The advent of automation lead to further analysis of thigsuccessful as with limited rules the implementors of the
properties of sensitivity rules. One objective was to yielygomation cannot reproduce the common sense of the
value for the amount, or degree, of sensitivity rather than igserienced clerks. Automation based on numerical criteria
the classification result. The most basic requirement was g mathematical programming is able to reproduce the
aggregating two nonsensitive aggregates should result flefical common sense and deal with the complications of

nonsensitive aggregate. This property is now callggheral paths and elaborate able structures.
subadditivity. Subadditivty can be traced back to the possible

reordering of contributing enterprises under aggregatig®mplementary suppression in very sparse tables will turn a
Subadditivity and linearity lead to the linear sensitivity rul€¥viss cheese table into a display of withholding symbols and
which apply decreasing weights to the ordered list pfight sprmkllng of data. If the publishers of. the data did not
respondent contributions to an aggregation. T&% attempt to publish at such a level of detail they would be
concentration rules are a special case of linear sensitivity réidyect criticism for failure to fully use the data which is

where we can identify the property of being sensitive witlg*Pensive both in terms of respondent effort and statistical
positive value for the numerical sensitivity value. If we udgency costs. Instead they are criticized for frustrating the
the assumption on the general knowledge about enterpiigfs by withholding so much data. One would expect
size we are lead to thg/q concentration rules. Here théechnical difficulties both in the presentation and in the use of

3. These rules only use the ratiopdf] so may be called times improvement rules farhaving the values qi/q. They may also be called
p% rules where is theq of the ratio and the of the ratio is fixed at00%for an assumption of positive data or external knowledge of
+100%.
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data as the boundaries on what is publishable are approadmgdication interval analysis is used to assess the internal
The technical difficulties would be there both for therors in the computation rather than the effects of errors in
producers in approaching the boundary and for the userfhéninput data. Interval analysis represents a quite different
dealing with the resulting technically elaborate publicationgaradigm for dealing with inexact data than that used in
. ) . statistics. Even the basic terminology is confused between the
2.3 Older Criticisms of Data Withholding wo specialities. Within statistics, interval data is usually

When respondents to statistical agency publications are a&kégn to mean data where the assignment of the zero value is
about their experience with use of data subject to withhold@iitrary, such as the zero in either Fahrenheit or Celsius
the answers are somewhat equivocal. They want both ni@feperature scales. Rather statistics would describe such data
withholding in those part of the publications which provigé interval valued data or even as symbolic data (Billard and
data about their operations and less withholding in those pégigy 2003).

of the _publication which provide informa}tion about the’g_ﬂr Newer Criticisms of Data Withholding

competitors. One can only understand this to say that they

expect that there will be confidentiality protection and thaDitincan and Fienberg (1999) provide some criticisms of cell
will impede some types of analysis. One gains further insighppression in a conference paper and then cite their paper as
into their needs by looking at the various special requestsbieing critical of cell suppression. It is worth returning to their
ad hoc tabulations that are made to supplement thiéginal paper to understand their criticisms.

publications. Many of these are for the same type of

! : ; : o ; their first criticism they fault a table which has the United
!snljgfzmsstl?][:a?ksetli?]gp;?6“22 e;is %uetﬁ;oerd dt;f)f/e{;]r;gi;r acg?i?erﬁgaatgﬁ dles as the total and the fifty states and several territories as
will be for further disaggregation under some attribute haE @l entries for failing to provide the regional total for
used in the regular publication. Those working on the survgys" England. It is certainly a bother that such a reasonable
occasionally express a desire to better indicate 1ge scale region total is not available in the publication. We

uncertainties in the results. This takes a concrete fom{1 e seen this above as the results aichhoctabulation not

various error indicators and even some amount of qu o erwise included in the publication. In this case it may well
oriented withholding. The same concerns underlie ah] that the New England total is in fact well determined. They

comments " at e condentay procedures are VJHPEST 0 ST R e hecatse some st e
dependent on manipulation of error free values to ca g 9

€ unavailable. In practice this is a safe assumption even if it
would require technical verification. It is more surprising that
The special requestd hoctabulation may already be welsuch a standard regional total is not available so that this is
determined by the existing publication. Obtaining thaiore a criticism of the design of the publication than of the
determination requires that one realize that every withhgtdtection mechanism. If their criticism had been more

value is bounded above and befoiiihe trivial bounds are thel€chnically “oriented at the lack of some localized and
surrounding aggregates above and zero below. These caiP@g@ialized aggregation it would have had been recognized as
tightened by treating this as an optimization problem &king for something that a general publication might
asking what is the minimum and maximum values the desfi@@sonably not provide. Given the great disparity in size of the
ad hoctabulation could obtain when the various bounds séftes within New England this could also be reasonably
as those just given are consistently applied to the whole taifgsidered as a argument for not following the existing
This application of linear programming is often called p@lltlcallboundarle_s put r_ather_some_ more ratlgnal grouping of
confidentiality audit. The result will be a range of possidfé¢ region. The difficulties with this alternative are readily
values which for other than the lowest level cells may h&ggognized.

small relative error. This analysis is technically possible, %y also offer a criticism that withholding can lead to
even fairly easy for those with suitable machinery, but is offgRjeading statistical inferences. They provide a constructed
pragmatically not available for many users. example of how this might arise. Their example seems to be

The resulting interval response is quite uncomfortable M@re an instance of the well known Simpson’s paradox on
many users, and even many analysis professionals. At ¥ inferences on aggregates can be quite misleading on the
time applied mathematics included many activities suchSH#ggroups. This is a general property of aggregation of
statistics, numerical analysis, operations research and &#&glually weighted groups that is not unique to cell
interval analysis. With increasing specialization each of theggpression. Cell suppression is only an issue because the
have gone their separate ways. Now the applied mathem&t€groups are so small that disclosure is an issue, all subject
specialist who would calculate statistical tables to hishthe example being completely constructed to illustrate their
precision is not a statistician but a numerical analyst. On@@ft-

the tools that might be used to assess the accuracy Ofrffi; final criticism is that intervals are not a form of data that
computation might be interval analysis (Alefeld anfley are comfortable with. They have much company but then
Herzberger 1983, Burkill 1924, Moore 1966). In such g{bre are many who find statistical analysis quite

disclosures so that the protection may be overly zealous.

4. Most business data is positive. No business activity is a zero value. Exceptions are items like profits.
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uncomfortable. Finding statistical analysis uncomfortable2i$ Important Properties of Protection Methods

not usually viewed as an acceptable reason for failing to use . L . . .
y may also list our criteria to judge protection mechanisms.

statistical techniques when they are appropriate to oy . X
problem at hand. The application of statistical analysis’tStatistical agency is expected to protect the data, to provide
useful publications and balance these and other issues

interval valued data would seem to be a fertile sourceYdf ice .
research topics for research students. As others have nBf&gently. We may collect our criteria under those headings.
such data is increasingly more common. It would also bergg protection of the respondents data by a statistical agency
interest to those who are only provided confidence intefigahoth a statutory and an ethical requirement. It is also a
summaries of statistical analyses. pragmatic requirement to retain respondent cooperation. A
bgsic requirement is that the protection should be seen to be
depe. The traditional methods of considerable aggregation,

small entries in tables of counts. Cell suppression is direc@flom rounding and cell suppression all share the
at protecting highly concentrated cells where there are a sfifacteristic that it is readily apparent that protection has
number of dominant respondents. The contents of the cei§EN @pplied, even when technical documentation is no longer

used to obtain further information about the domindf€Sent. The protection must be correctly applied. The

respondents. Cell suppression is not normally recomme ction mechanism must be able to correctly deal with
for tables of counts as it does not match the protec orate table structures. This is just a specific requirement

required for counts. In microdata release one is concerff&dechnical correctness but it has been an ongoing problem
with small groups as identification of small groups may 169§ clérical operations and some forms of automation which
to identification of single respondents which then providid ot use mathematically correct decomposition techniques.
access to the remaining fields in the microdata. The traditidifAPther specific requirement for technical correctness is that
simple examples of disclosures in tables of counts shofi&ENterprise structure be correctly dealt with.

small margina_l count _With a single_internal cell with all thehe published data should be useful for the users. A
count. This is a high association table. An alternagigditional form of data is macrodata used in many places
description is that the table configuration shows homogengagriding in the System of National Accounts. Macrodata
values for all contributors to the marginal value. Knowledggould be as complete and as accurate as the agency is
that a respondent contributes to the marginal value also meapable of producing. The protection for macrodata is
that they have a high probability of having the homogenegysically its considerable level of aggregation. Macrodata is
value. Perturbing small cells will not greatly change thaten used for historical comparisons, with year over year
homogeneity of the values when the margin is not also sntalmparisons a standard item for economic analysis and often
Protecting against high association, or homogeneous valigggrted in the business press. In practice this means that any
is even harder than cell suppression. Markovian Perturbataggncy introduced fluctuations, beyond sampling variations,
like random rounding, does not achieve this protectiavil not be acceptable to users. Historical continuity is
Protecting small cells is desirable as there are other discloknp@rtant to many users who show their concern over events
risks and small cells are often marginal values in other tablée SIC revisions. The demand for highly disaggregated data,

In citing their original comments these authors oft@h Mildly aggregated data or mesodataas been growing

summarize the criticisms by saying that cell suppressif§" time as analytical capabilities have grown. The intrusive

destroys unrelated information. This cannot be technicAlgfureé of cell suppression is very obvious in the mesodata
ng. The visible and extensive withholding of mesodata

true as the withheld cells are related by being componen lead to the eritici ¢ cell ) d the desire f
common marginal values in tables. One can only underst3ag '€ad to the criticisms of cell suppression and the desire for
replacement protection mechanism. The effects of

their comment to mean that the additive relationship structdire" g X
fidentiality protection need to be documented so that the

used in cell suppression is different than the Iog-lin@%ﬂ for i vsi " iali
relationship structure which they are used to analyzing. ~€11€CtS may be accounted for in any analysis. Confidentiality
protection represents the deliberate use of uncertainty to

They also go on to point out that any statistical analysis gfretect the respondents. There are other sources of uncertainty
perturbed table should use a statistical description of ifhéhe data. An integration of these various aspects of the total
perturbation applied. They have been quite consistentdéita uncertainty would be preferable to treating each source
repeating this important point in their referencing of theigparately.

criticisms of cell suppression.

Their criticisms are used to motivate their development

The preplanned publication program is an important aspect of
the operations of a statistical agency. The ability to service

5. An example might be the reporting of the grades of students in a service course by the students’s home faculty. 8smeafabalie
students who are both ill prepared and unmotivated for the course but are quite happy to achieve a below average bati@asdiaigler
which indicated that such a faculty had all of its students receiving their desired grade of below average but passing wiatistibal
disclosure even if there were many students from that faculty.

6. Highly disaggregated is an awkward construction in the style of a double negative. Mildly aggregated is a direct widibation
intermediate level between macrodata and microdata. Meso is the standard indication for things which are between miayoraschieacr
Mesodata is a usage which is appearing in other contexts for the meaning intended here.
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additionalad hocrequests is also part of the service provide&d2 Controlled Tabular Adjustment

and important as an indicator of future directions of user .
requirerFr)lents. Controlled Tabular Adjustment (CTA) (Cox and Dandekar

2003) uses mathematical programming techniques to
3 Current Proposals determine a perturbation which will both protect sensitive
a and preserve the macrodata. The perturbed values are

The protection of the confidentiality of the respondents dﬁ%ﬁshed The proposal can be viewed as a development of

;eel:qessiti\?i?yth?mee);ISt?f?ge ggsi?gﬁgrbf;?gzggeth%fda;%'egbg kovian Perturbation for magnitude data. Each sensitive
perturbations is the technical test which is codified intg ry is required to be protected by a perturbation but the sign

ofthe perturbation is initially undetermined. The nonsensitive

more directly verifiable form. T.he protection. at the table I<a‘é‘ﬂtries will be perturbed as necessary to ensure that tables
is also based on perturbations. We will compare f%anain additive. The undetermined signs are determined by a

proposals for protection of which one is based on app!yin% jrement that the weighted amount of perturbation be
perturbation and reporting the consequences, another is bﬁ\ (L ised

on finding a suitable perturbation and reporting the

consequences and two are based on finding collectionhare is a comment in one of the descriptions of CTA (Cox
perturbations and reporting differing representations of thase Kelly 2003) that feasibility can be a problem so the
collections of perturbations. The underlying mathematicsrefiuired protection may be relaxed to ensure that a solution
the three proposals that find perturbations is similar althoegh be found. Feasibility can always be ensured by perturbing
the presentation and reporting of the resulting perturbationsregressively higher level aggregates. Many CTA examples
different. The proposals are: Noise Injection which addsheow perturbed values for margins, or table totals, to balance
perturbation to the microdata and treats the resultihg specified perturbations of internal entries. Some examples
microdata set as protected; Controlled Tabular Adjustmsimbw the perturbed value to be zero which would be
which finds a perturbation to all the table entries which witiplausible for an entry with economic activity. The
both preserve many entries, particularly macrodata, éasibility comment presumably applies to the situation where
protect the sensitive cells; Cell Suppression which findsha perturbation of some level of aggregation is required to be
collection of perturbations, one for each sensitive entry, whegeo and perturbed values must remain nonzero. The CTA
the perturbations are only in the withheld cells and Variapleblem for specially structured examples is equivalent to the
Base Rounding which finds a collection of perturbations, auatrolled rounding problem. Controlled rounding problem
for each sensitive entry, where the perturbations apply to esathtions always exist for simple two-way tables but do not
entry which has been subject to the rounding to the variexist in many cases of more general tables.

bases. The CTA examples are based on entry by entry perturbation

3.1 Noise Injection without any indication of enterprise structure. The simplest

. — . . example of enterprise structure would be of two adjacent
Noise Injection (Evans et al. 1996) is a simple but effectiygqitive entries having establishments from the same

procedure. The proposal for the technique is a thoroWghs hrise If each were to require a perturbation of 5 a
working through of the notion of using noise injection for thdysgipie solution would be to have one of +5 and the other of
purpose of evaluating the technique. The proposal reachesghg he aggregation of the two entries is also sensitive the
conclusion that the technique is not appropriate for all dalg,ireq joint perturbation could be as large as 10 but would
products of a statistical agency. Each microdata record fopafiya|ly be smaller if the smaller contributors were different
enterprise that needs protection is given a perturbajfdnne "o entries. If the joint requirement were for a
multiplier, which applies to all the establishments of e, rhation of 6 the solutions could be for both entries to
enterprise. In the simplest case we would either multiply e the same sign of perturbation and meet the joint
divide by 1.1 if the required protection were ten percent. T/

. : ) ﬁuirement. This requires that the remaining entries balance
Ieve(,-]: of protection would be chosen analytically and subjechiompined perturbation of 10. Or one entry could have a
randomization.

perturbation of +11 and the other of -5 to meet the
The important properties show that the presence of f@@uirement. This requires the remaining entries balance the
protection is not apparent. It is easily applied to compiggreased perturbation of 11. However the enterprise structure
tables and deals with enterprise structure. The macrodataifv@ddressed it will be a requirement which can be expected to
be subject to perturbation and the mesodata will be comphgie more feasibility problems than when the requirement is
and perturbed. Documentation is possible but not given intRgaddressed.

examples. Alt_ernate error sources are not represented as iphtgeimportam properties show that the presence of the
current practiceAd hoctabulations are either unneeded @ftection is not apparent. It can be applied to complex tables
pose no operational problems. Additional classificatigiy there may be difficulties which may be made even more
variables may pose operational difficulties as some new Gglg. it by the enterprise structure. The macrodata will not be
may be unperturbed and sensitive. perturbed and the mesodata will be complete and may be
perturbed. Documentation is possible but not given in the
examples. Alternate error sources are not represented as is the
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current practiceAd hoctabulations will largely be unneedeg@lus or minus the rounding base. Each value may have its own
but those that are required may cause feasibility problerosnding base. The perturbation contained in the ranges may
Additional classification variable may cause feasibilibe different for each sensitive entry being protected. The
problems. perturbations are determined to minimize the weighted

3.3 Cell Suppression amount of perturbation.

The important properties show that the presence of the
ection is obvious. It can be applied to complex tables and
Is with enterprise structure. The macrodata will not be

. . ) turbed and the mesodata will be complete and many may
macrodata. The presence of perturbations is publishe a rounding range. The documentation of where the

withholding symbols. The required value for the withholdingection is applied is implicit in the protection. Alternate

symbol may be different for each sensitive entry bei gor sources are be represented by the same ranges and are
protected. The perturbations are determined to minimize 884 {5 provide some of the confidentiality protectiahhoc
weighted amount of withholding. tabulation will largely be unneeded and those that are required

In clerical practice cell suppression has been plaguedc®) be subsumed under the existing analysis. Alternate
errors. Automation has also been problematic as sd#ggsification variable may pose some operational difficulty.
automation systems have been based on mathemati‘cﬁﬂifotection by Variable Base Rounding
incorrect decomposition procedures. Correct systems that
work with no fuss have been in place for more than 20 yelne suggestion of range publication as a variant on cell
(Robertson 1993). As such they are no longer being descrihgapression seems to have been made almost as soon as cell
as they need no attention. suppression was used as a technique. The use of informative
ithholding symbols to indicate approximate values long
A ) ; ates automation of cell suppression. This practice seems
protection is obwoqs. It can be applied to complex tgbles e associated with subject matter areas like employment
deals with enterprise structure. '_I'he macrodata will not ere quantitative indicators were judged to be important.
perturbed and the mesodata will not be perturbed WHEH 2o would have aras the general withholding symbol
available but much mesodata may be withheld. T, ana for an employment range of O to 20for 20 to 50¢
documenta_tion of where the protection is applied is implicitf 50 to 100 and so on for several more steps. Automation of
e Preecton, Alerate oo sources a1 oL sl fsuppresion by mathemalical programming techiues
’ lies on an internal determination of perturbation ranges. The

under the existing analysis but may be subject to considergRie,  4iion that these internally available ranges would be of
withholding. Alternate classification variables may pose so rest to external users is quite natural

operational problems and may be subject to considerablé
withholding. The problem is not how to calculate the ranges but rather of
how to publish them for use. Listing the two end points of the

ranges would double the size of a publication and require
Variable Base Rounding uses mathematical programmin@titer revisions in the publication format. Lowering the bulk

determine a collection of perturbations which will bo®f @ range publication and making a usable format are a large
protect the sensitive data and preserve the macrodata.PRiieof addressing the problem. Assuming that a format is

perturbed values are published as a range of a rounded @aiable, the question of what values should be published
must also be addressed. The internal ranges tend to be the

Summary Table of Important Properties of Protection Methods

Cell Suppression (Sande 1984) uses mathema
programming to determine a collection of perturbations wh
will both protect the sensitive data and preserve

The important properties show that the presence of

3.4 Variable Base Rounding

Noise C.quglj)lgfd Cell Variable Base
Injection Adjustment Suppression Rounding

Protect Data

Protection Apparent No No Yes Yes

Complex Tables Yes Yes Yes Yes

Enterprise Structure Yes Problems Yes Yes
Useful Publication

MacroData Preserved No Yes Yes Yes

MesoData Available Yes Yes Problems Yes

Documentation of Perturbation Possible Possible Yes Yes

Alternate Error Sources No No No Yes
Prudent Operation

Extendable Problems Problems Yes Yes
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minimal required ranges that are symmetric about the treguired protection. This matches the notion of a rounded
value. This leads to a midpoint attack in which a user wouédue plus or minus a rounding base. The first step would be
just average the two end points. The combination of these tiwaletermine a proposed rounding base by finding the next
practical problems and the need for users to becatigible rounding base equal to or exceeding the required
comfortable with automation for cell suppression caused pihetection. For example, a required protection of 35 becomes
extension to range publication being deferred to a later dagerounding base of 50. Then the entry value would be rounded
to the proposed rounding base. Often the required protection
range will be enclosed in the range of the rounded value plus
When we seek to address the practical problems of ra@igginus the rounding base. However the rounded value may
publication there are two hints that can be found in closeg/near one end of the required protection range with one of
related practice. The first hint is that most experimental valtigg rounded end points near the other end and the other
in science are listed to as much accuracy as they nggded end point some distance from the requwed range.The
followed by an error indication. There is a convention tiigtinded range will only partially overlap the required range.
when there is no explicit error that one can assume the errd¥ kgquired range of 4448, or 36 to 52, would becomes 4010,
common rounding is implied. Such conventions work wéll 30 to 50, which is not what was hoped for. We have just
with scientific notation, which is floating point numbers Igarned of a source of randomization as the value will be
computing practice. It works less well with fixed widtfRndomly placed with respect to the rounded decimal
columns. This difficulty applies to high precision tabumbers. This would be called arperiment of naturavith
making in numerical analysis where the final accurate dije randomness in the value which will be unknown once it is
may be underlined and the following digits are the natupéptected. The solution to the problem of the partial overlap is
result of the computation process even if they may tBdncrease the rounding base until the rounded range encloses
erroneous. The second hint is the practice of randomife®l required protection. The above example then becomes
rounding which suggests that rounding can be for overlappg20, or 20 to 60, which does enclose the required
ranges. Random rounding also suggests that tableddretection.

multiples of 2, 5 or 10 are readily recognized and the resulijg can repeat this for all the entries that are sensitive and
minor loss of additivity of the tables is well tolerated by Usefi§yse that are not sensitive with some amount of source of

Random rounding is also an example of the generated ragges o he reported. A source of error from the data might be
not being symmetric about the original data and of the usg pling error, temporal allocation error due to reporting

non-invertible transformations. reference period or any other subject matter or statistical
Combining these leads to the suggestion of 2 for 2+1, 3ifgtie. One would expect that the absolute amount of error
3+1, 4 for 4+1 and 1@ for 10+10, 2@ for 20+10, 3@ for 30+¥Quld increase with aggregation while the relative error
and so on. We can also separate 100 for 1001 from 10¢vRild decrease. This is the case with sampling error. A source
100+10. There will be a requirement of a visually pleasigerror from the publication might be the common practice of
variant on the place holder g. A small amount of explorati€®orting macrodata in large units to lower the number of
suggests that one would like additional ranges of 2+2, 4ligits represented. If no error source is available the result
and 6+2 as well as 55, 10+5 and 15+5. The need for rarfgésbe cell suppression with an explicit range provided for
such as 3+2 or 7+5 seems less pressing. The doubling, of@§& Withheld entry.

reasonable approximation of 5 for 4 in decimal numbersyf st also address the issue of whether just enclosing the

the rounding base seems quite natural. The Iarger.collecti% fiired protection range by a rounded protection range is
symbols then suggests that alternate fonts or various stylings Range Formatting Table

of a single font be used to indicate whether the rounding hase

4.1 Formatting of Ranges

is 1, 2 or 5 with the same styling used to indicate place Basel Base 2 Base 5
holding Os. This is a sufficiently workable solution to the Light Styling Medium Styling Heavy Styling
formatting problem that the question of what values should be  (jtalics) (Bold Italics) (Extra Bold ltalics)
represented can also be addressed. Symbol| Range Symbc}l Rangk Sym¢o| Range
4.2 Values for Ranges 1 0-2

The obvious problem with the internally used symmetric 2 1-3 2 | 0-4 |

ranges is that they suggest using the midpoint as an estimate .3 2-4

An immediate suggestion would be to double the width and 4 3.5 4 | 2.6

randomly place the extra width on one or the other end offthe 3 1.6 P 0-10
existing range. Further consideration shows we need tolask

whether doubling is the right extension and how one does| the 6 S-7 6 | 4-8

randomization as well as how these would interact with 7 6-8

rounding. The existing ranges are specified by a midpgint,—¢ 7.9 P) | 6 -10 |

which is the value of the entry, and a half width, which is the

numerical value resulting from the sensitivity rule. The 8-10

required protection range is the value plus or minus the {0 9-11 10 | 8-12 | 10 10-15
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adequate. If the rounded protection range is a g@udsible perturbations. In cell suppression and controlled
approximation to the required protection range thentahular adjustment the terms of the objective function would
midpoint attack will be effective. Even when the roundée c; | x; | for somec;. Common choices have beénv; or
protection range width is doubled a midpoint attack will onlyg (v ) to minimize the count of perturbations, the value of
just be at one of the boundaries of the required protechn neryrhations or the entropy of the perturbations. Some

range. We would judge this inadequate. If we ask where {8g 5.y which is1 for nonzerag; and zero otherwise, rather
required protection range might be relative to a double wigth

provided protection range we see that the midpoint of %n.xi to have 'an' mtgger optimization problem. rather than a
required protection range can only be in the central si gtinuous optimization problem. A range publication would

width, and not in either extreme half width of the provid uire a more elz_ib(_)rate objecti_ve to allow the perturbation to
protection range. Or that the midpoint of the providd®€ any value within the permitted ranges at no cost. For a
protection range will always fall somewhere in the requird@rmitted range dfl;, ;] the objective coefficients would be
protection range. A more acceptable situation is obtaine6i % - li | for x; <I;, 0 for I; <x <u; and ¢; | % - y; | for
we require the provided protection range to be at least fqur u;. In mathematical programming, absolute values are
time the width of the required protection range. Now tbgen dealt with by separating a variable into a positive
midpoint attack will be outside the required protection rangsrtion and a negative portion to use existing algorithmis. In
for at least 2/3 of the possible positions. The midpoint will g this adaptation is often subsumed into the algorithm to
no better than either the one quarter or three quarter pointaygig the doubling of the number of variables. This three
4.3 Calculation of Expanded Ranges segment objective can be viewed as the sum of two absolute
values for two variables or as three variables with separate
We have been able to specify ranges for sensitive entriescaiedficients. Specialized piecewise linear algorithms would
for many other entries. We may be fortunate and these rapggsire only a single variable.

may allow adequate perturbations to protect the sensitive , ,
entries. Such a fortunate configuration may also arise in QelStraightforward - adaptation of the greedy sequential

suppression when the withheld entries provide adequifristic algorithm used in the ACSSuprs (Sande 1999) cell
mutual protection. However we may be required to mak#PPression program calculated the ranges. The ACSSuite has
some ranges wider to achieve the desired protection in@Rk fitting code so the number of variables was double what
same way that we may require complementary suppressidhweuld have been for cell suppression. The adaptation was to
cell suppression. update the permitted ranges sequentially rather than updating
i i i the objective coefficients as is done for cell suppression. An
The basic mathematical formulation of the seve@lension of ACSAudit allowed the ranges to be specified by a
perturbation methods has the same underlying form. The 3ifig\qed value and rounding base rather than a lower and an
conditions and reporting modes for each method are distifGher hound. The audited ranges may be contained within the
Each entry in the publication will have a valug Some ,plished rounded ranges as their end points are not simple
entries will be lowest level entries which are not aggregatiasinded values. The audited ranges will round up to the
Other entries will be structural aggregates and may eifhgblished rounded ranges.
have a single combination rule, such as a row or column _
margin, or may have alternate combination rules, such 454 Examples and Evaluations

table total obtained by summing over both rows and columfige examples are from one of two datasets used to illustrate
Still others will bead hocaggregations of sensitive entrieg,e ysgc program USBCSUP. Both datasets provide similar

and perhaps even with some nonsensitive entries, whichRi&rations. They are heavily perturbed datasets typical of
themselves sensitive. business data. The coding structure mimics a Census of
The relationships of the various may be summarized adanufacturing. The data is both highly skewed and sparse.
M v = O where any row of M will have a single, severak1s The availability of such datasets is very helpful.
and manyOs. Eachv; may have a perturbatior; and The low level entries were assigned an error source of half the
M (v + x ) = 0to indicate that the perturbed values satisfy thguare root of the value. The error source for the standard
same relationships. The perturbations will be subjectmacrodata was set to zero. The sensitive entries were assigned
constraints of the form protection intervals as described above. Protection consisted
(1-p)ysvi+xis(l+p)y of reporting the low level entries with variable base rounded
where p the fraction representing the external knowledg@lues which were either their error source or the expanded
Common values would be eithet/2 or 1 with a ranges required to protect the sensitive entries. In some cases
corresponding value chosen for The perturbations forsensitive entries had their ranges expanded to protect other
sensitive entries may be further restricted with the valgggsitive entries.

given by the sensitivity rule. The technical details would Vaf}e number of expanded ranges was noticeably less than the

for each of the perturbation methods and the solutjqilyher of complements under cell suppression. This matched
technique used for that method.

earlier experience with range publication that had not been
An objective function is used to choose between the mé#ly developed to include formatting for presentation
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Variable Base Rounding - High Level Table Cell Suppression - High Level Table

GO GA GB GC GD GO GA GB GC GD
SO 53238168 10842133 15217498 13664118 135143930 53238164 10842133 15217498 13664{118 13514397
S10 2158604 56800 607000 600000 388500| | S10 2158604 568502 6013)3 600255 388472
S11 161053} 50800 508500 304000 292000 | S11 161053 506047 508382 304095 291993
S12 138655 20000 100000 20000 3000 S12 138655 2013p 95041 20712 2770
S13 4386108 10&00| 1160000| 1343000 845000 S13 4386108 1038577 11597P5 1343155 844646
S14 2590981 54000 742000 742000 558000 S14 2590984 549246 741805 742004 557031
S15 4886774 8330 | 1298000 982000 | 1774000 S15 4886774 832528 12985B81 981955 1773765
S16 917839 16800 198000 254000 301000| | S16 917839 165213 198060 253493 301Pp73
S17 138985[ 13100 575000 359000 318500 | S17 138985( 137235 574879 359212 318625
S18 4384014 72000| 1126000 1095000| 1440000 S18 4384014 722822 1125837 1095206 1440150
S19 1440783 26800 448500 366500 356500| |S19 1440783 269211 448605 366313 356654
4
8
3
2
0
8
2
9
5

S20 6697230 140000| 1732000| 196/000| 1260000 | S20 669723() 174534 1731906 1961119 1258861
S21 1149714 16400\ 474000 297000 218000| | S21 1149714 16074 473666 297038 21844
S22 6237178 14%)00| 156/000| 1712000| 1512000| | S22 6237173 145230 1561067 1712839 1511464
S23 52682f 6400| 255500| 105500| 104000 |S23 52682} 6163] 255520 105549 104126

S24 241972§ mwoo| 835000| 577500| 296500| | S24 2419728 71108 834892 577430 296327
S25 1542603 19000\ 452000 351000 543000 | S25 1542604 19676 451989 351193 542705
S26 3418695 48)00| 1185000 978000\ 772000 | S26 3418694 48331 11853p1 977601 772391
S27 3240725 43800 653500 642000\ 1512000| |S27 3240724 43336 6535p0 641901 1511955
S28 187171 2000 58600 55400 46200| | S28 187171 2700 58624 55480 46112

S29 3914145 76400 1239000 918000| 976000| | S29 3914144 761039 12587p5 918118 976233

High level table with unrounded macrodata on both margins. Internal entries are variable base rounded. All data is present. No
data is withheld under cell suppression.

Variable Base Rounding - Middle Level Table Cell Suppression - Middle Level Table
GO GA GB GC GD GO GA GB GC GD

S20 6697230 140000| 1732000| 196/000| 1260000 S20 669723() 1745344 1731906 1961119 1258861
S201 145174 &000 52000 37200 27800 S201 145174 279 X X X
S202 40034 3000 10000 6900 7000 5202 4003 X X X X
S203 1949510  @0000| 540000 240000 485000 | S203 194951(] 690303 5358[79 237645 485683
S204 584944 @000 75000 50000 400000| | S204 584948 59624 77020 51532 396773
S205 47873( 100| 225000 73000 78600 | S205 47873() 102079 224912 73193 78546
S206 10660¢ 1000 57400 27600 10300| | S206 106608 27529 10335
S207 3392214 89000 772000 1527000 253000 S207 3392218 839780 77210 1527246 253073

Middle level table with unrounded macrodata on one margin. The other margin and internal entries are variable base rounded.
All data is present. Some data is withheld under cell suppression.

Variable Base Rounding - Low Level Table Cell Suppression - Low Level Table

GO GO01 GO02 GO03 G04 GO GO01 G02 GO03 G04
S27 3240724 50000 4500 46000 11900 S27 3240723 46647 X 46018 11919
S271 71404 100 10 620 S271 71404 109 X X
S272 984911 6000 200 5400 10| | S272 984914 63856 X 5343 X
S273 249224 500 50 1500 400| | S273 249224 8 X X X
S274 93611} 2400 400 9200 7600 S274 93611{ 20935 X 9241 X
S275 17166 50 10 S275 17166 52 X
S276 981904 18)0 3950 29400 3950 | S276 98190f 18728 X 29374 3963

Low level table with unrounded macrodata on one margin. The other margin and internal entries are variable base rounded.
Some data is not present. Much data is withheld under cell suppression.
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(Kirkendall and Sande 1998). The objective function used tamissue of reporting the results in a nondisclosing manner.
be varied to lower the number of ranges expanded, the amqun

by which the ranges are expanded or the entropy of the r : S .
expansions in the much the same way that the choice" sentation to indicate ranges about central values which are
multiples of the rounding base. This would both provide

mplementar ression n influen in
complementary suppressions can be uenced ﬁher enhanced content and address the problem of table not

Eher alternative suggestion might be to use the enhanced

suppression. The publication ranges for sensitive entﬁ ing to their marains. The extreme. and obviously So
would be the required protection ranges described above 9 : gins. S ovIouSly
aken that it can only be a rhetorical suggestion intended

possible expansion. The expansion could either havegb e rejected, would be to have the true value with a rounded

objective function cost like the nonsensitive entries or be h o indicated. This is iust the midooint attack made ver
a zero objective function cost. A nonzero cost representgaaﬂg ) J P G y
Y and correct, for the data users. The question is how to

attempt at preserving information about the sensitive entf8 rate the midpoint rounding from the rande representation
while a zero cost allows them to be used to provide protec eacﬁr?entesu pe(;tionovl\J/ill begtog come Iei ?oer ne”ngnesgn datr?e.
of other sensitive entries without restriction much as with cel . 99 y any al

suppression suggestion that one try to encode a second attribute into the

styling would seem to be even more complex. The application
Some CTA developers (Russell and Kelly 2003) havk confidentiality procedures will no longer be readily
evaluated the utility of their method by calculating the prodaqtparent, and would be even less apparent after any user
moment correlations between both the published perturbetivity which did not preserve the styling.

values with the sensitive values and the published perturped . . . .
values with the nonsensitive values. The calculafednore plausible suggestion to deal with tables not adding to

correlation values are very high. A similar evaluation Ir margins would be to have the marginal entries be the

several objective function variants of the variable basd! of the internal entries which are multiples of their

rounded method produced product moment correlati® gnding base. This might be. plqusi'ble for the midpoints but
above 0.99 which are also very high is inadequate for the range indication. There would be the

technical problem of controlling the proposed value to
Side by side examples of tables with variable base roundingyally be within the intended range. The problem of
and cell suppression are shown. The tables are at higpresenting both the value and the rounding base with the
medium and low levels of aggregation. The high level tabdmge representation is present in the margins. Recall that in

has industry grougs and geographical regions akeal publications with 'deeply hierarchical classifications .there
classifications. It is a complete table that requires & often more marginal entries than lowest level entries so
withholding. The middle level table has major industries a#iPle examples can be misleading. Non-adding tables are
geographical regions as classification variables. It isvedy common as conventional rounding leads to small errors
complete table that requires some withholding. The low |eich are tolerated. The errors from variable base rounding
table has major industries and states as classifications. OM@Wd also be small even though larger than from
portion of the states are shown. It is not a complete table ¢@ventional rounding. The existing practices of cell
requires moderate withholding as one of the states is a shyiPression and random rounding also lead to non-adding
state. Even lower level tables of industries would be spé?’flfées-

and s_how extensive Wit_hholding. The example datasets dosheynclusion

have industry level coding.

Cell suppression is the long standing standard method used to
protect the confidentiality of business statistics. The

At the end of this we are left with variable base rounded tatggisiveness of cell suppression in withholding mesodata is
with complex stylings that do not add up to their margigry evident. It is not reasonable to expect that publications

totals. The question of why all this is needed will surely Wgich are very close to the frontier of what is publishable
raised many times. without disclosing respondent data will be as easy to use as

_ ) ) tables of macrodata. However it is reasonable to expect that
One alternative suggestion may be to just have the analntion be paid to usability and that the intrusiveness of the
use asafe sitefor analysis rather than having the statisticgisting practice of cell suppression be lowered if possible.
agency producesafe data A response is implicit in thean important empirical question is whether the types of
discussion above in which some of the respondents were g\lg}ysis attempted with mesodata are the same as those for
analysts seeking more information about their competitqffacrodata. Informal experience witid hoc requests for
Such proprietary analysis would not be able to meet thgulations of business data suggest that concerns differ at
confidentiality requirements for a researcher using a safe giteering levels of detail. Criticisms of cell suppression that do

A safe site may be appropriate for an academic researgeaddress the differing analysis needs would be misplaced.
who is not interested in specific respondents. Travel to and

ongoing access to a safe site may be sufficiently awkward thd¢ suggested that there should be a balance between
only a few highly motivated and geographically advantagétgfulness of the publications and disclosure risk. Statistical
researchers would use such a facility. The safe site only defg@@ncies make the balance strongly favour respondent

7. Industry groups are two digit SIC codes. Major industries are three digit SIC codes. Industries are four digit SIC codes.

4.5 Other Considerations
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protection for statutory, ethical and pragmatic reasons. Oné éfeferences

the important parts of protecting confidentiality is being seen B .
to do it in a competent and professional manner. AJgfeld, G., and J. Herzberger, (1983) “Introduction to Inter-

suppression has been prone to technical failure whiclYgsComputations”, Academic Press, New York.

unfortunate for those statistical agencies allowing su.ggard L., and E. Diday, (2003) “From the Knowledge of
i 1 " . il

failures. Any replacement would be subject to techniegl,, 1, the statistics of Knowledge: Symbolic Data Analy-
scrutiny as a result of the technical failures in implementing,

cell suppression. Cell suppression is very apparent a%ﬁ Journal of the American Statistical Association, 98, pp

protection mechanism so the statistical agencies will -487.

reluctant to abandon the technique. The absence of app@gfil, J. C., (1924) “Functions of Intervals”, Proceedings of
confidentiality protection may appear to be no confidentialift, | ondon Mathematical Society.

protection. '

anx, Lawrence H., and R. A. Dandekar, (2003) “A New Dis-

Controlled Tabular Adjustment do not provide an apparr% sure Limitation Method for Tabular Data that Preserves
indication of confidentiality protection. They would requirgt@ Accuracy and Ease of Use.” Proceedings of the 2002
additional publication space to indicate the statistié4FSM Statistical Policy Seminar, Federal Committee on Sta-
characterization of the perturbation in already bullkigtical Methodology, Washington, DC: U.S. Office of Man-
publications. The suggestion that CTA might take the stegément and Budget.

not providing the full confidentiality protection claimed i “ .
characterized as controversial by those who make it (Cox o Lawrgnce H., and_ ‘]ame$ P. Kelly, (2003) Bf,i Ianc_lng
Kelly 2003). An inability to fully deal with enterpris ata Quality And Confidentiality For Tabular Data”, Joint
structure would be recognized by respondents whE&eE/Eurostat work session on statistical data confidentiality,
industries have detailed public knowledge of the enterpfis&embourg.

structure. The extension of single perturbation technique%m\can G. T, and S. E. Fienberg, (1999) “Obtaining Infor-

allow for ad hoc tabulation requests poses additional .. . . . X .
feasibility problems even if the volume of such requests gtion While Preserving P”rlvacy. _A. Markov Perturbau_on
hod for Tabular Data”, Statistical Data Protection

lowered by the presence of complete mesodata. N ; X
Injection has the problem that it perturbs macrodata so {®&P'98 Lisbon), pp. 351-362, Eurostat, Luxembourg.

even its proposers suggest that it is not suitable for E’}»:ms, T., L. Zayatz and J. Slanta, (1996) “Using Noise for

statistical products. Within the single perturbation methqgls .\ e [ imitation of Establishment Tabular Data”, U. S.
there is an exchange of the controlling of perturbations_in

macrodata for the introduction of the difficulty in findin ureau of the Census.
feasible solutions. Kirkendall, Nancy and Gordon Sande, (1998) “Comparison of

The multiple perturbation techniques of Cell Suppression a§tems Implementing Automated Cell Suppression for Eco-
Variable Base Rounding provide apparent indications N@mic Statistics”, Journal of Official Statistics, 14, pp.
confidentiality protection. The indications are an immedi&&3-535.

source of user difficulty. Neither withheld values nor interval “ _ .
are conventional numbers. Those who are only comfort ore, R. E:’ (1966) “Interval Analysis’, Prentice-Hall,
with numbers will be unhappy. The rounded midpoints of thaglewood Cliffs, N.J.

intervals provide plausible values for those who wagbpertson, D., (1993) “Cell Suppression at Statistics Can-
indicative results rather than full accuracy. The midpoint of g, » Proceedings of the Bureau of the Census 1993 Annual

margin will not be the sum of the midpoints of the intemglqe ek Conference, pp. 107-131, Bureau of the Census
entries and this will make some users unhappy. Making, a SRR ' '

table additive is a standard statistical problem that is o ﬁshmgton, D.C.
solved with iterative proportional fitting. In multiplRussell, J. Neil, and James P. Kelly, (2003) “Evaluating the
perturbation methods there is an exchange of the analyfiggbau of Transportation Statistics’ Prototype Statistical Dis-

ease of finding solutions for the difficulty in reporting angygre | imitation Software for Complex Tabular Data”, 2003
using those solutions even though they provide g(gbq t Statistical Meetings
documentation of the ambiguity present. The use of forma eé‘ '

midpoints of ranges addresses the immediate problensafde, G., (1984) “Automated Cell Suppression to Preserve
dealing with withholding symbols. Explicit ranges allo@onfidentiality of Business Statistics”, Statistical Journal of
refined representation of publishable information and befigf United Nations ECE, 2, pp 33-41.

use of other error sources. The problem of dealing with ranges

may be the price for approaching the boundary of disclosrande, G., (1999) “Structure of the ACS Automated Cell Sup-
respondents data. It is also an opportunity for research pression System”, Statistical Data Confidentiality, Proceed-
statistical methods to deal with an increasingly common siylgs of the Joint Eurostat / UN-ECE Work Session on
of data. Statistical Confidentiality, pp 105-121, ISBN 92-828-7747-7.

The single perturbation techniques of Noise Injection
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