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Abstract:  Dandekar2001 proposes using synthetic tabular data
generation (i.e. controlled adjustments to tabular data - CTA) as an
alternative to complementary cell  suppression  procedures.
Dandekar2009 addresses quality aspects of CTA protected tabular data
with an objective to completely replace conventional complementary cell
suppression procedures with a new tabular data protection method. The
proposed method is a hybrid of three different tabular data protection
methods. CTA has already been demonstrated to be equally effective on
multi-dimensional counts data and magnitude data containing complex
hierarchies and linked table structures.

In this paper we go a step further to demonstrate how the operational
efficiency of the CTA procedures could be enhanced significantly by
applying basic separability principles to complex table structures. The
proposed enhancements have significant potential to cut down on
computational resources by reducing the problem size in terms of the
number of variables and associated mathematical constraints.

Introduction

Statistical disclosure control of high dimensional tabular format discrete and continuous
data for the creation of public use tables requires an extremely large amount of
computational resources. Methods, such as synthetic tabular data provides definite
computational advantages over other traditional methods to protect tabular data by
complementary cell suppression procedures.

Since 1998 when the concept was first introduced, multiple variations to the basic
procedure have been proposed to create synthetic tabular data. Most of these variations,
except for the original method proposed by the Dandekar2001 technique, are still in the
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research and development phase. The Dandekar2001 procedure has been successfully
used to demonstrate its real life applicability to high dimensional complex tables of
discrete and continuous data containing millions of table cells and equality constraints.

In this paper, we consider the feasibility of protecting even larger and higher dimensional
table structures containing tens of millions of non-zero table cells as well as constraints
with extreme hierarchical and linked complexities while using a reasonable amount of
computational resources. As a part the feasibility study, our objective is to evaluate the
effectiveness of our proposed method by looking at various criteria, such as the ability to:

* Reduce the Solution Space

* Reduce the Number of Variables

* Reduce the Number of Constraints

» Solve Extremely Large Problems

»  Lower the Workload/Overhead on Solvers

* Improve Solution Time.

Current Procedure

In Figure 1 we provide a schematic of a typical synthetic data generation procedure. The
current practice is to use the entire set of collected micro data to populate the desired N-
Dimensional publication table structure. Once the table structure is populated with the
micro data, the basic synthetic tabular data generation procedure performs multiple sub-
tasks.

Typical sub-tasks involve a) identifying sensitive table cells, b) determining the amount
of protection required by each sensitive cell, and c) capturing all additive table relations.
These three pieces of information are then used to determine required controlled tabular
adjustments (CTA) to generate synthetic tabular data.
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Proposed Modification

Figure 2 provides a schematic of our proposed modifications to a typical synthetic data
generation procedure. As a part of the proposal, we first populate the entire generic
publication table structure with all related micro data records with an objective to
establish one-to-many relationships between individual tabular cells and related micro-
data records. We use this one-to-many relationship information to separate micro-data
records in to two separate groups.

The first group contains micro-data related to non-sensitive cells only, which we
definitely do not want to be subjected to a CTA procedure (in an attempt to improve the
performance of the synthetic tabular data generator). Various statistical tools, such as
histograms and probability distributions could be used to determine the potential
candidates belonging to this group.

The second group contains micro data records belonging to sensitive table cells and
remaining micro-data records not included in the first group. Micro-data records
belonging to first group are excluded from the CTA procedure.

The micro-data records belonging to the second group could then be subjected to one of
the many CTA variations by using a conventional synthetic data generation procedure.
Simple merging-in of tabular cells belonging to these two groups could then be used to
create public use tables.
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PROPOSED SYNTHETIC DATA GENERATION PROCEDURE
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Ilustrative Example

In Figure 3 we provide basic characteristics of a three dimensional table structure used to
demonstrate the effectiveness of our proposed procedure. The table contains 8 rows, 7
columns and 3 levels and is populated using the synthetic micro data generator developed
by this author since 1998 to create complex tabular data test cases for SDL researchers.
The 3-D table contains 73 non-zero cells of which 11 cells are determined to be sensitive
by using the p% rule. As in the past, a P value of 10% is used. The table cells are
connected to each other in three dimensions by 72 equality constraints.
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Figure 3

ILLUSTRATIVE EXAMPLE

T ( 8n:.wuv.rs ) 7c:olumns ) 3Ievels ) Matrix
73 Non-zero Table Cells

11 Sensitive Table Cells

72 Equality Constraints

In Figure 4 we show the entire 3-D table generated in this example. The sensitive cells in
the table are marked with the symbol ‘w’ next to the cell value.

Figure 4

THIRD/ToTAL LEVEL IN 3RD DIMENSION

T(8,7,3) EXAMPLE TABLE

1 o 3707 o 3005 o 6712
2 o o [+] o 3388 [+] 3388
3 o o 998w o 2930 [+] 3928
4 664 o o o o 1130 1794
5 o o o 3188 o o 3188
& 350 iis80 2808 [+] 136w 660 5174
7 1048w 1364w o 2948 (2] 2090 8450
8 2102 6251 3806 2141 6454 4880 32634
FIrar LEvEL IN 3RD DIMENSION =

1 o 3707 o 360 o o 4067
2 o o [+] o o o [+]
3 o o 998w o 2930 o 3928
4a L] o 1] L] o 1130 1130
5 o o [+] 3188 o o 3188
-1 o] iis80 2808 o 136w 660 4784
7 1048w o o o o o 1048w
8 1048w 4887 3806 3548 3066 1790 [181as
Secowp LEVEL IN 38D DIMENSION +

1 o o [+] 2645 o o 2645
2 o o [+] 3388 o 3388
b | o o o a o ] =]
4 664 o o o o o 664
5 o o [+] 4] o [+ ] [+]
& 390 o o o o o 3950
b J o 1364w o 2948 o 3090 7402
8 1054 1364w o 5593 3388 3030 "1aas9




In Figure 5 we summarize the criteria used to separate the original table cells into
two separate components. The component subjected to the synthetic data
generation procedure includes micro-data records belonging to sensitive table
cells and internal table cells larger than 3,000 publication units. A decision not to
include internal non-sensitive table cells smaller than 3,000 was arrived at by
heuristically and is based on the fact that smaller non-sensitive table cells when
are subjected to the CTA procedure could result in to much more degradation of
data quality of public use table. In a real life application of our proposed method,
techniques such as histogram of table cell value distribution will have to be used
among many other more sophisticated statistical methods.

Figure 5
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In Figure 6 we provide a summary outcome from the sensitive component of thetable
structure used for the illustration. The sensitive component has only 46 non-zero cells
compared to 73 non-zero cells in the original table - a reduction of 37 percent. These
table cells are connected to each other by 54 equality constraints compared to 72 equality
constraints in the original table - a reduction of 25 percent.

The number of sensitive cells in the sensitive component has increased from 11 to 19.
The increase in the sensitive cells is associated with the marginal cells alone. Based on
research experience, such an increase in the sensitive marginal cells does not
substantially increase the complexity in solution procedure.



Figure 6

RESULTS OF ILLUSTRATION

= 46 Non-zero Cells ( vs. 73 in original table)
= 54 Equality Constraints ( vs. 72 in original table)

= 19 Sensitive Cells ( vs. 11 in original table)
= 37% Reduction in Number of Cells
= 25% Reduction in Equality Constraints’

‘Note: Reductions in constraints result in geometric gains in
computing efficiency.
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In Figure 7 we have displayed the entire contents of the sensitive table component. The
marginal table cells which changed their status from non-sensitive to sensitive are
highlighted in yellow. Subtracting the cell by cell contents of Figure 7 from
corresponding cells in Figure 4 provides the values of other component which was not
subjected to the CTA procedure.

Figure 7
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In Figure 8 and Figure 9 we provide comparative evaluation of CTA outcome when used
on sensitive component alone (Figure 8) and on entire original table (Figure 9).

Figure 8
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Figure 9

CTA APPLIED To ENTIRE ORIGINAL TABLE USING A
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Tne CTA outcome from the Figure 8 is not much different from the outcome from Figure
9.

Summary

It is possible to reduce the complexity of a CTA procedure to generate synthetic tabular
data containing tens of millions of non-zero cells and equality constaints by separating
sensitive and relatively large table cells from other table cells. The method preserves data
integrity and at the same time reduces computational resource requirements.
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THE CHALLENGE

STATISTICAL DISCLOSURE CONTROL OF HIGH
DIMENSIONAL TABULAR FORMAT DATA FOR THE CREATION
OF PUBLIC USE TABLES REQUIRES EXTREMELY LARGE
AMOUNT OF COMPUTATIONAL RESOURCES.

HOw CAN WE PROTECT EXTREMELY LARGE, HIGH
DIMENSIONAL TABLE STRUCTURES CONTAINING EXTREME
HIERARCHICAL AND LINKED COMPLEXITIES BY USING
REASONABLE AMOUNT OF COMPUTATIONAL RESOURCES?

Abstract: Dandekar20] proposes using synthetic tabular data generation
(i.e. controlled adjustments to tabular data - CTA) as an alternative to

P v cell supp proced Dandekar2009 addresses
quality aspeets of CTA protected tabular data with an ohjective to
pletely replace | ¥ cell supp proced:

with a mew tabular data protection method. The proposed method is a
hybrid of three different tabular data protection methods. CTA has already
heen demonstrated to be equally effective on multi-dimensional counts data
and magnitude data containing complex hicrarchics and linked table
structures,

In this paper we go o step further to demonstrate how the operational
efficiency of the CTA could be enhanced by
applying basic separability principles to complex table structures. The
proposed  enhancements  have significant  potential to cut down on
computational resources by reducing the problem size in terms of the
number of variables and iated mathematical i
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MAJOR RESEARCH OBJECTIVES
« Reduce the Solution Space
« Reduce the Number of Variables
* Reduce the Number of Constraints
¢ Solve Extremely Large Problems

« Lower the Workload/Overhead on Solvers

« Improve Solution Time
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Minimum-distance controlled perturbation instances

Instances contributed by Ramesh Dandekar, Energy Information Administration, U.S.

Dept. of Energy. Check CSPLIE,, for additional information about input format.
Accompanying MPS files generated by Jordi Castro correspond to LP models from the
original MILP formulation of the minimum-distance controlled perturbation or CTA problem.
‘The LP models were obtained by fixing all binary variables in the MILP formulation to 1

(upper protection sense for all sensitive cells). Instances d10* are obtained by crossing
combinations of 3 from a set of 10 categorical variables (this is, a list of 3-dimensional tables).
Instances are provided for 40, 80 and 120 3-dimensional tables (the 120 includes all the
possible combinations of 3 variables from the set of 10).

+d10-40x3.7ip, 210183 cells, and 80476 linear relations. MPS file.

+d10-80x3.7ip, 274638 cells and 110947 linear relations. MPS file.

+d10120x3 2ip, 323539 cells and 135368 linear relations. MPS file.

The following are huge instances, whose main characteristics are described in this file .

++4 million cells and +10 million linear relations, MPS file.

5 mIOR CeNs and 122 miljon Iear relations.

<above 6 million cells instance populated from 250 microdata records. MPS file.
«above 6 million cells instance populated from 500 microdata records. M X
~above 6 million cells instance populated from 1000 microdata records. MPS file.

Y

TYPICAL SYNTHETIC DATA GENERATION PROCEDURE

Public Use Taby
Data
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PROPOSED SYNTHETIC DATA GENERATION PROCEDURE
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THIRD/TOTAL LEVEL IN 3RP DIMENSION

RESULTS OF ILLUSTRATION

= 46 Non-zero Cells ( vs. 73 in original table)

= 54 Equality Constraints ( vs. 72 in original table)
= 19 Sensitive Cells (vs. 11 in original table)

= 37% Reduction in Number of Cells

= 25% Reduction in Equality Constraints®

“Note: in result in g¢ gains in

computing efficiency.
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CONTROL TABULAR ADJUSTMENT (CTA) APPLIED TO THE
SensITIVE COMPONENT USING A PROPRIETARY RESEARCH ToOL
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SIX MILLION PLUS TEST CASE

20,000 observations
6,529,450 non-zero cells
22,659,622 equality constraints

TARGET LARGER CELLS

Frequency Count of Percent Cell Value Change:

From % To Non-Sensitive Sensitive

.00 - .10 3727442 83
.10 - .50 443729 308
.50 - 1.00 365903 558
1.00 - 1.50 231535 380
1.50 - 2.00 149601 307
2.00 - 5.00 285430 863290
5.00 - 10.00 42858 415777
10.00 - 15.00 196 40
15.00 - 30.00 0 0
30.00 -100.00 0 2013

Frequency Count of Cell Value Distribution

From To Nonsens Sensitive

3. - 7. 5078. 2013.

7. - 17. 18063. 2001.

17. - 39. 11702. 19305.

39. - 92. 43433. 44107.

92. - 217. 91630. 104527.

217. - 510. 219227. 249988.

510. - 1201. 576766. 507831.

1201. - 2826. 1523149. 352984.

2826. - 6653. 1770969. 0.

6653. - 15659. 684293. 0.

15659. - 36858. 162112. 0.

36858. - 86755. 122965. 0.

86755. - 204202. 1167. 0.

204202. - 480645. 14964. 0.

480645. - 1131329. 0. 0.

1131329. - 2662892. 1125. 0.

2662892. - 6267844. 0. 0.

6267844. - 14753090. 50. 0.

14753090. - 34725420. 0. 0.

34725420. - 81735770. 1. 0.



Sensitivity Analysis

First 5,000 observations

Frequency Count of Percent Cell Value Change:

% From
.00 -
.10 -
.50 -

1.00 -
1.50 -
2.00 -
5.00 - 1

.00 - 1

.00 - 3

.00

Frequency

From

3.

7.

14.

31.

69.

151.
329.
721.
1578.
3452.
7555.
16533.
36179.
79171.
173252.
379130.
829659.
1815561.
3973032.
8694274.

% To
.10
.50
.00
.50
.00
.00
.00
.00
.00

00

Non-Sensitive Sensitive

1532697
101835
94679
67749
45485
92042
13936

26

146
le64
115
133
405569
179829

Count of Cell Value Distribution

To
7.
14.
31.
69.
151.
329.
721.
1578.
3452.
7555.
16533.
36179.
79171.
173252.
379130.
829659.
1815561.
3973032.
8694274.
19025870.

Nonsens
861.
7849.
6916.
9466.
27170.
59929.
123386.
315427.
695171.
516600.
128473.
40873.
11646.
3483.
967.
158.
46.

4.

0.

1.

Sensitive
768.
0.
6417.
15571.
30649.
67371.
148049.
227535.
90394.
0.

[eleNeleNoNoNoNolNoNo



Sensitivity Analysis

First 1,000 observations

Frequency Count of Percent Cell Value Change:

% From %

.00 -
.10 -
.50 -

.50 -

.00 - 5.
.00 - 10.
.00 - 15.
.00 - 30.
.00 -100.

Frequency

From
3.
6.
12.
24
49.
98.
197.
397.
797.
1602.
3218.
6467.
12994.
26108.
52461.
105410.
211804.
425584.
855138.
1718254.

1
.00 - 1.
2

To
.10
.50

.00

50

.00

00

00

00

00

00

Non-Sensitive Sensitive

442755
17134
15480
12186

8548
18016
3119
0

0

0

4

49

18

23

30
126473
68678
1

0

614

Count of Cell Value Distribution

To
6.
12.
24.
49.
98.
197.
397.
797.
1602.
3218.
6467.
12994.
26108.
52461.
105410.
211804.
425584.
855138.
1718254.
3452538.

Nonsens
0.
1152.
0.
1249.
3646.
7864 .
15774.
42369.
92492.
183753.
137593.
21947.
7706.
659.
9717.

6.

50.

0.

1.

0.

Sensitive
614.
0.
2272.
4800.
5582.
9305.
24320.
57545.
64752.
26700.
0.

(e leleleolNoNoNolNolNol



Sensitivity Analysis

First 500 observations

Frequency Count of Percent Cell Value Change:

% From % To Non-Sensitive Sensitive

.00 - .10 254476 4
.10 - .50 5721 19
.50 - 1.00 6439 23
1.00 - 1.50 5113 13
1.50 - 2.00 3678 14
2.00 - 5.00 8099 66572
5.00 - 10.00 1382 43820
10.00 - 15.00 0 0
15.00 - 30.00 0 0
30.00 -100.00 0 0

Frequency Count of Cell Value Distribution

From To Nonsens Sensitive
9. - 16. 14009. 0.
16. - 30. 770. 2710.
30. - 55. 1394. 2789.
55. - 101. 2715. 1427.
101. - 184. 4300. 4027.
184. - 337. 5507. 11567.
337. - 617. 12107. 20465.
617. - 1129. 38440. 38448.
1129. - 2066. 58920. 29032.
2066. - 3780. 96906. 0.
3780. - 6915. 51472. 0.
6915. - 12650. 8132. 0.
12650. - 23143. 1752. 0.
23143. - 42340. 781. 0.
42340. - 77459. 252. 0.
77459. - 141708. 4. 0.
141708. - 259248. 46. 0.
259248. - 474283. 0. 0.
474283. - 867679. 1. 0.
867679. - 1587381. 0. 0.



Sensitivity Analysis

First 250 obserwvations

Frequency Count of Percent Cell Value Change:

% From % To Non-Sensitive Sensitive

.00 - .10 143728 2
.10 - .50 1678 9
.50 - 1.00 2403 3
1.00 - 1.50 2084 1
1.50 - 2.00 1477 6
2.00 - 5.00 3072 39300
5.00 - 10.00 666 19587
10.00 - 15.00 0 0
15.00 - 30.00 0 0
30.00 -100.00 0 0

Frequency Count of Cell Value Distribution

From To Nonsens Sensitive
20. - 34. 805. 2242.
34. - 57. 1548. 1522.
57. - 97. 726. 807.
97. - 165. 1548. 1516.
165. - 279. 1362. 2987.
279. - 473. 7879. 6259.
473. - 800. 9537. 15240.
800. - 1356. 21547. 17883.
1356. - 2297. 29509. 10452.
2297. - 3890. 54860. 0.
3890. - 6590. 21092. 0.
6590. - 11163. 3261. 0.
11163. - 18909. 922. 0.
18909. - 32031. 422 . 0.
32031. - 54258. 40. 0.
54258. - 91909. 26. 0.
91909. - 155688. 23. 0.
155688. - 263725. 0. 0.
263725. - 446732. 1. 0.
446732. - 756734. 0. 0.
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Statistical Disclosure Control for FEuropean Census
Dissemination

Natalie Shlomo "

" Southampton Statistical Sciences Research Institute, University of Southampton, Highfield,
Southampton, SO17 1BJ, United Kingdom, N.Shlomo @soton.ac.uk

1 Introduction

In December 2008, the task force 'EU Methodology for Census Data Disclosure
Control' (CENSDC) was set up by Eurostat to address methodological issues in the
statistical disclosure control (SDC) of Census tabular outputs. The members of the
task force included representatives from NSIs of the Netherlands, Germany, Italy,
Portugal, Estonia and the University of Southampton. The aim of the task force was
to support EU regulations to formulate a unified dissemination program for Census
outputs and in particular to provide users with high quality and comparable Census
information. Each member state is required to prepare a set of pre-defined
hypercubes containing Census counts: 19 hypercubes for the geography level of
LAU2 and over 100 hypercubes for the geography level of NUTS2, cross- classified
with as many as six other Census variables which can then be used as building
blocks for an online flexible table generating package known as the Eurostat Census
Hub Project. The objectives of the task force:

- Take into account national regulations regarding the confidentiality of Census
data,

- Review national practices on data confidentiality for Census data,

- Consider the possibilities of application of further methods as available in the
scientific literature,

- Identify a methodology for disclosure protection for Census data which could be
applied by all countries subject to EU regulation, and that complies with the
national regulations on Census data confidentiality,

- Recommend a tool (or provide advice for its development) for the practical
implementation of an identified method, taking into account the ongoing
developments in the Eurostat Census Hub Project and other dissemination
requirements.

In this paper, we present an initial scoping study carried out by the CENSDC task
force to assess SDC methods on the Census hypercubes and to provide
recommendations to Eurostat and member states for harmonized methods. In
addition, the task force assessed the protection afforded to tabular outputs that
might be generated through the flexible table generating software through SDC rules
and methods that can be applied ‘online’ on final outputted tables. The analysis is
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based pn a simulated hypercube according to a specific definition provided by
Eurostat.

Section 2 describes the simulated hypercube and Section 3 some initial results for

the

DC methods proposed for protecting the Census hypercubes. Section 4

disgusses SDC rules and techniques that can be applied 'online' in the flexible table
geperating software thus improving the utility of the data by implementing SDC

~o O, PN

2 Data

To investigate SDC methods for hypercubes containing Census counts, a synthetic
population was generated based on 1,500,000 individuals. The hypercube was
defined according to Eurostat specifications with the following variables:

thods on the final outputs of the package and not on the building blocks as defined
by the hypercubes. Section 5 concludes with a general discussion.

NUTS2 Region - two regions of size 845,539 and 645,461 individuals
Gender — 2 categories

Banded age groups — 21 categories This data set has been used to evaluate the

Current Activity Status — 5 categories |effectiveness of CTA (Dandekar2001) on counts
Occupation — 13 categories

Educational attainment — 9 categories
Country of citizenship — 5 categories

data. The CTA output starts at page 13 and ends at
page 3128. The last page gives overall summary
statistics

The total number of cells in the hypercube was 245,700. The cell proportions were
obtained from Census tables derived from the 2001 United Kingdom Census. The
average cell size for this hypercube is 6.1. However, the distribution of cell counts is
quite skewed with a large proportion of zero cells as seen in Table 1.

Table 1: Distribution of Cell Counts in the Synthetic Hyper-cube

Cell Value Number of Cells Percentage of Cells
0 226,939 92.36%
1 4,028 1.64%
2 2,112 0.86%
3-5 2,964 1.21%
6-8 1,664 0.68%
9-10 720 0.29%
11 7,273 2.96%
Total 245,700 100.00%
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The synthetic hypercube was comparable to real hypercubes that were generated
according to the above specification produced by member countries: Italy and
Estonia at the NUTS2 region level and had a similar distribution of cell counts.

3 Statistical Disclosure Control Methods

In this section, we focus on methods for protecting the hypercube: one pre-tabular
method based on record swapping and two post-tabular methods based on a semi-
controlled random rounding and a probabilistic perturbation mechanism. In addition,
the task force also examined the option of cell suppression using Tau-Argus but due
to the large size of the hypercubes and the need to consistently suppress cells across
hypercubes, this option was not a feasible method.

3.1 Pre-tabular Method

The most common pre-tabular method of SDC for Census frequency tables is record
swapping on the microdata prior to tabulation where variables are exchanged
between pairs of households. In order to minimize bias, pairs of households are
typically determined within strata defined by control variables, such as a large
geographical area, household size and the age-sex distribution of the individuals in
the households. In addition, record swapping can be targeted to high-risk households
found in small cells of Census tables thereby ensuring that households that are most
at risk for disclosure are likely to be swapped. For more information on record
swapping, see Dalenius and Reiss, 1982, Fienberg and Mclntyre, 2005 and Shlomo,
2007.

In a Census context, geography variables are often swapped between households for

the following reasons:

e Given household characteristics, other Census variables are likely to be
independent of geography and therefore it is assumed that less bias will occur. In
addition, because of the conditional independence assumption, swapping
geography will not necessarily result in inconsistent and illogical records. By
contrast, swapping a variable such as age would result in many inconsistencies
with other variables, such as marital status and education level.

e At a higher geographical level and within control strata, the marginal
distributions are preserved.

e The level of protection increases by swapping variables which are highly
“matchable” such as geography.

e There is some protection for disclosure risk from differencing two tables with
nested geographies since record swapping introduces ambiguity into the true cell
counts. This is true for other variables, for example nested age bands.



For this study, we had to carry out the random record swapping at the individual
level since Census microdata was unavailable. In addition, to keep the study simple,
a random sample of 5% of the individuals were selected in each NUTS2 region. The
selected individuals were paired randomly with other individuals within different
geographies at the LAU2 level, and the LAU2 geographies swapped between them.
Therefore, a total of 10% of the individuals in each NUTS2 region had their LAU2
geography variable swapped.

3.2 Post-tabular Methods

3.2.1 Random Rounding

The most common post-tabular method of SDC for Census frequency tables is based
on unbiased random rounding. The entries of the table x are first converted to
residuals of the rounding base b, res(x). Let Floor(x) be the largest multiple k£ of
the base b such that bk < x for an entry x. In this case, res(x)=x— Floor(x). For
an unbiased rounding procedure, x is rounded up to (Floor(x)+b) with probability

res(x)

75 1nd rounded down to Floor(x) with probability (1= =) I x s already

a multiple of b, it remains unchanged.

In general, each small cell is rounded independently in the table, i.e. a random

res(x)

uniform number u between 0 and 1 is generated for each cell. If u < then the

entry is rounded up, otherwise it is rounded down. This ensures an unbiased
rounding scheme and the expectation of the rounding perturbation is zero and no bias
should remain in the table. However, the realization of this stochastic process on a
finite number of cells in a table may lead to overall bias since the sum of the
perturbations (i.e. the difference between the original and rounded cell) going down
may not equal the sum of the perturbations going up. Because of the large number
of perturbations in the table, margins are typically rounded separately from internal
cells and therefore tables are not additive.

To place some controls in the random rounding procedure, the following algorithm
can be used for selecting the entries to round up or down: First the expected number
of entries of a given res(x) that are to be rounded up is predetermined (for the entire
table or for each row/ column of the table). Based on this expected number, a
random sample of entries is selected (without replacement) and rounded up. The
other entries are rounded down. This process ensures a bias of zero and the rounded
internal cells aggregate to the controlled rounded total.

Another problem with random rounding is the consistency of the rounding across
same cells that are aggregated in different tables. The consistency can be solved by



the use of microdata keys. For each record in the microdata, a random number (i.e.,
a key) is defined which when combined with other records to form a cell of a table
defines the seed for the rounding. Records that are aggregated into same cells will
always have the same seed and therefore a consistent rounding (see Shlomo and
Young, 2008).

For this analysis, we carry out full random rounding to base 3 semi-controlled to the
two NUTS2 totals in the hypercube.

3.2.2 Stochastic Perturbation

A more general method to rounding can be carried out by perturbing the internal
cells of the hypercube using a probability mechanism based on a probability
transition matrix similar to the method that is used in PRAM (Gouweleeuw,
Kooiman, Willenborg, and De Wolf, 1998). Let P be a Lx L transition matrix
containing conditional probabilities:

p; = p(perturbed cell value is j | original cell value is /)

for cell values from 0 to L (usually a cap is put on the cell values and any cell value
above the cap would have the same perturbation probabilities). Let t be the vector
of frequencies of the cell values where the last component would contain the number
of cells above cap L and v the vector of relative frequencies: v =t/K , where K is

the number of cells in the table. In each cell of the table, the cell value is changed or
not changed according to the prescribed transition probabilities in the matrix P and
the result of a draw of a random multinomial variate u with parameters g,

(G=1,...,L). If the j-th value is selected, value i is moved to value j. When i=j, no
change occurs.

Placing the condition of invariance on the transition matrix P, ie. tP =t,. means
that the marginal distribution of the cell values are approximately preserved under
the perturbation and we ensure a zero bias in the overall total. As described in the
random rounding procedure, in order to obtain the exact overall total, a “without”
replacement strategy for selecting the cell values to change can be carried out. For
each particular cell value, we calculate the expected number of cells that need to be
changed to another value according to the probabilities in the transition matrix. We
then randomly select (without replacement) the cell values and change their values.

To preserve exact additivity in the table, an IPF algorithm can be used to fit the
margins of the table after the perturbation. This results in cell values that are not
integers. Exact additivity with integer counts can be achieved by controlled rounding
to base 1 using for example Tau-Argus (see Salazar-Gonzalez,  Bycroft, and
Staggemeier, 2005). Cell values can also be rounded to their nearest integers
resulting in ‘close’ additivity because of the constraints on the marginal distribution
of the cell counts due to the invariance property of the transition matrix.  Finally,



the use of microdata keys can ensure the consistent perturbation of cells across
hypercubes (see Shlomo and Young, 2008).

For this particular study, we carry out a stochastic perturbation based on invariant
PRAM with controls in the overall totals of the two NUTS2 regions. We carry out
the perturbation on cells of values 1,2,3...10 only. All large cells above a value of
11 were not perturbed.

4 Results

4.1 Disclosure risk

A measure to quantify disclosure risk in frequency tables is the number of small
cells of size 1 and 2 that are not changed by the SDC method. As can be seen in
Table 1, there were a total of 6,140 small cells in the hypercube (2.5%). The
stochastic perturbation changed 46.6% of the small cells, the random rounding to
base 3 changed 100% of the small cells and the random record swapping changed
only 16.2% of the small cells.

Another measure that can be used to quantify disclosure risk is based on the entropy.
The entropy obtains a minimum value of zero if all cells are zero except for one cell
with a 100% count, and a maximum value if all cells have an equal value. Therefore,
entropy measures the degree to which attribute disclosure might be a problem due to
the placement of zeros in rows/columns of a table.

For each sub- group z defined by NUTS2*Gender*Banded age groups, the following
table of counts was calculated: Current Activity Status * Occupation *Educational
Attainment™® Country of citizenship. Let D_(c) represent the table of counts for a

particular cell ¢ and sub-group z. The cell probability for cell ¢ in sub-group z is
defined as: p.(c)=D,(c)/ Y D.(c) and the entropy: —»_ p.(c)log(p.(c)). The

measure is the median of the entropy across all sub-groups z. The original table and
the tables resulting from the post-tabular methods of random rounding and stochastic
perturbation all had a median entropy of 2.36. The median entropy however for
record swapping was 2.34 showing the slight ‘smoothing’ of the cell counts in the
hypercube.

4.2 Information Loss

Information loss can be measured by comparing perturbed cell values and original
cell values using a distance metric. Let the table of interest be denoted D and D(c)
the cell count in table D of cell c. We define the relative absolute distance:

RAD =| D(c,,,)—D(c,,.. )|/ D(c,,) across the non-zero cells of the original table.

pert orig orig



Table 2 contains the RAD for marginal tables and some bivariate tables of the

hypercube.

Table 2: Distance Metrics on Marginal and Bivariate Tables in the Hypercube

Table Stochastic Random Nuts2
Perturbation Rounding Swapping
Marginal Tables
Nuts2 0 0 0
Gender 0 0 0
Age group 0.064 0.029 0
Activity Status 0.002 0.002 0
Occupation 0.067 0.017 0
Education 0.006 0.001 0
Country of Citizenship 0.956 0 0
Bivariate Tables

Gender*Nuts2 0.001 0.001 0
Age group*Nuts2 0.116 0.085 0.388
Activity Status*Nuts2 0.004 0.006 0.045
Occupation*Nuts2 0.382 0.159 0.717
Education*Nuts2 0.020 0.011 0.418
Country of Citizenship*Nuts2 1.874 0.440 0.895
Gender*Age group 0.164 0.088 0
Activity Status*Age group 0.343 0.196 0
Occupation*Age group 8.022 6.618 0
Education*Age group 4.029 1.884 0
Country of Citizenship*Age group 18.257 16.360 0

With respect to the post-tabular methods, the random rounding has lower distance
metrics compared to the stochastic perturbation and provides the most protection on
small cells. However, other things to consider in post-tabular methods is the lack of

overall additivity

and consistency of cells across hypercubes which may lead to




‘unpicking’ the protected cell values. As described in Section 3, new algorithms for
carrying out post-tabular perturbation methods are currently under research and
development and may alleviate some of the problems of additivity and consistency
across tables. The stochastic perturbation is flexible since the data protector defines
the specifications of the probabilities in the transition matrix and which cell values
to perturb. It is more difficult to “‘unpick’ this method. As seen in this application of
the stochastic perturbation, some original small cells remained unperturbed in the
hypercube though further tweaking of the probabilities in the transition matrix may
reduce this number.

Record swapping had the highest disclosure risk but marginal tables and bivariate
tables not involving the swapping variable have no differences at the higher NUTS2
geography since it was used as a control variable in the swapping. However, the
bivariate tables that involve the swapping variable have distorted joint distributions
as seen by the high distance metrics across cross- classifications of NUTS2 with the
other variables of the hypercube. These distance metrics are higher than the distance
metrics obtained from the post-tabular methods.

Another measure of information loss is the impact on the Cramer’s V statistic for the
bivariate tables defined in Table 2 based on cross- classifying the NUTS2 variable
with each of the other variables of the hypercube. The post tabular methods did not
show any reduction in the Cramer’s V statistic probably due to the high volume of
zeros in the table even before the perturbation. However, there was a consistent
reduction of about 11% on the Cramer’s V statistic under the method of record
swapping for the bivariate tables. This result is consistent with findings that record
swapping ‘smooths’ out the counts in the tables and therefore tends towards a model
of independence (see Shlomo, 2007).

5 Online SDC in the Flexible Table Generating Package

Since member states typically have different methods and different standards for
protecting Census hypercubes, the task force addressed the question of whether SDC
methods can be carried out 'on the fly' through the flexible table generating
package itself. This would increase the utility of the generated user-defined Census
tables since the SDC methods would only be applied on the final outputted table and
not on the building blocks that generate the tables since it is well known that
aggregating perturbed building blocks exacerbates the impact of the SDC methods.

Some ad-hoc SDC rules can easily be applied in the software package, such as:
e Limit the number of dimensions in the tables,

e Ensure consistent and nested categories of variables to avoid disclosure by
differencing,



e Ensure minimum population thresholds,
¢ Ensure that the percentage of small cells is above a minimum threshold,
e Ensure average cell size above a minimum threshold.

In spite of the ad hoc SDC rules above, it is likely that some small cells may still
remain in the generated table. As widely discussed in the Computer Scientist
literature (see, for example, Dinur and Nissim, 2003), the only way to guarantee the
confidentiality of respondents under flexible query systems is by adding noise.
Therefore, one can apply ‘on the fly’ semi controlled random rounding or the
stochastic perturbation methods as described in Section 3.2.

As an example, assume a scenario where we limit the number of dimensions for
outputted tables in a flexible table generating software to include a geography and
three other Census variables. In this example, for NUTS2 region equal to 1, we
define a table as: Banded age group*Education*Occupation. This table contains
2,457 cells with 854,539 individuals, giving an average cell size of 347.8
individuals. The table however produces a very skewed distribution of cell counts as
seen in Table 3. .

Table 3: Distribution of Cell Counts in the Generated Table Banded Age
Group*Education*Occupation for NUTS2=1

Cell Value Number of Cells Percentage of Cells

0 1534 62.43%
1 44 1.79%
2 35 1.42%
3 27 1.10%
4 20 0.81%
5+ 797 32.44%
Total 2457 100.00%

There are over 3.2% of small cells in the generated table although this number can be
reduced by employing some of the other ad hoc SDC rules mentioned above. We can
apply a post-tabular method of SDC such as semi-controlled random rounding to
base 3 or we may even consider implementing the semi-controlled random rounding
to base 3 on the small cells only of the table. New algorithms to carry out the random
rounding as described in Section 3.2.1 would ensure consistency of cells across
generated tables and 'closeness' to additivity. Another option, given the small
dimensions of the table that can be generated in the software package is to use the
controlled rounding feature in Tau-Argus(see Salazar-Gonzalez, = Bycroft, and
Staggemeier, 2005). All of these methods can be implemented ‘on the fly’ before
outputting the table to the user.



6. Discussion

In this paper, we described an initial scoping study by the CENSDC task force to
assess applications of SDC on pre-defined hypercubes containing Census counts with
the aim of providing recommendations to member states for a uniform and valid
SDC method for protecting hypercubes. These protected hypercubes could then be
used in the flexible table generating package of the Census Hub Project and would
allow users to tailor and generate their own tables from among all member states.
Based on the scoping study, it was clear that the hypercubes as defined by Eurostat
were too large to handle most SDC methods and also had very skewed distributions
of cell counts. The recommendation of the task force at this stage was for Eurostat to
reduce the size of the hypercubes required by member states.

Applying ad hoc SDC rules and a post-tabular method within the flexible table
generating package would relieve the NSIs of member states of having to protect the
hypercubes. Indeed, the Census Hub Project can be developed in such a way that the
hypercubes never have to physically leave the NSI, rather the information is accessed
remotely according to the definitions provided by the user for their table of interest.
To rely solely on ‘online” SDC methods for protecting the generated tables means
that some form of random noise, i.e. stochastic rounding or perturbation, needs to be
applied to the final outputted table. This would improve the quality of the outputted
table since it does not exacerbate the SDC methods arising from aggregating
perturbed building blocks. Further research needs to be directed to improving the
stochastic post-tabular methods to improve additivity and consistency of the tables.
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11.00000 1 1 7 3 5 4 1 11.00 .00 .00
.00000 w 1 1 7 3 5 4 2 1.00 -1.00 -.50<==
5.00000 1 1 7 3 5 4 3 5.00 .00 .00
45.00000 1 1 7 3 5 5 1 45.00 .00 .00
3.00000 w 1 1 7 3 5 5 2 2.00 1.00 .50<==
16.00000 1 1 7 3 5 5 3 16.00 .00 .00
3.00000 w 1 1 7 3 5 6 1 1.00 2.00 1.00
.00000 w 1 1 7 3 5 7 1 1.00 -1.00 -.50<==
3.00000 1 1 7 3 6 1 1 4.00 -1.00 .00
5.00000 1 1 7 3 6 2 1 5.00 .00 .00
4.00000 1 1 7 3 6 2 3 4.00 .00 .00
6.00000 1 1 7 3 6 5 1 6.00 .00 .00
44.00000 1 1 7 3 7 1 1 44.00 .00 .00
3.00000 1 1 7 3 7 1 2 4.00 -1.00 .00
6.00000 1 1 7 3 7 1 3 6.00 .00 .00
47.00000 1 1 7 3 7 2 1 47.00 .00 .00
3.00000 w 1 1 7 3 7 2 2 2.00 1.00 .50<==
10.00000 1 1 7 3 7 2 3 10.00 .00 .00
10.00000 1 1 7 3 7 3 1 10.00 .00 .00
.00000 w 1 1 7 3 7 3 3 1.00 -1.00 -.50<==
3.00000 w 1 1 7 3 7 4 1 2.00 1.00 .50<==
.00000 w 1 1 7 3 7 4 2 2.00 -2.00 -1.00
3.00000 w 1 1 7 3 7 4 3 1.00 2.00 1.00
60.00000 1 1 7 3 7 5 1 60.00 .00 .00
2.00000 1 1 7 3 7 5 2 3.00 -1.00 .00
5.00000 1 1 7 3 7 5 3 5.00 .00 .00
41.00000 1 1 7 3 8 1 1 41.00 .00 .00
8.00000 1 1 7 3 8 1 3 8.00 .00 .00
37.00000 1 1 7 3 8 2 1 37.00 .00 .00
4.00000 1 1 7 3 8 2 3 4.00 .00 .00
4.00000 1 1 7 3 8 3 1 4.00 .00 .00
3.00000 w 1 1 7 3 8 3 3 2.00 1.00 .50<==
2.00000 1 1 7 3 8 4 1 3.00 -1.00 .00
.00000 w 1 1 7 3 8 4 3 1.00 -1.00 -.50<==
44.00000 1 1 7 3 8 5 1 44.00 .00 .00
.00000 w 1 1 7 3 8 5 2 1.00 -1.00 -.50<==
3.00000 1 1 7 3 8 5 3 4.00 -1.00 .00
106.00000 1 1 7 3 9 1 1 106.00 .00 .00
7.00000 1 1 7 3 9 1 2 7.00 .00 .00
10.00000 1 1 7 3 9 1 3 9.00 1.00 .00
51.00000 1 1 7 3 9 2 1 51.00 .00 .00
3.00000 1 1 7 3 9 2 2 3.00 .00 .00
19.00000 1 1 7 3 9 2 3 19.00 .00 .00
5.00000 1 1 7 3 9 3 1 5.00 .00 .00
.00000 w 1 1 7 3 9 3 3 1.00 -1.00 -.50<==
4.00000 1 1 7 3 9 4 1 4.00 .00 .00
4.00000 1 1 7 3 9 4 3 5.00 -1.00 .00
55.00000 1 1 7 3 9 5 1 55.00 .00 .00
6.00000 1 1 7 3 9 5 2 6.00 .00 .00
11.00000 1 1 7 3 9 5 3 11.00 .00 .00
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.00000 w 1 1 7 3 10 2 3 1.00 -1.00 -.50<==
3.00000 w 1 1 7 3 10 3 3 1.00 2.00 1.00
120.00000 1 1 7 3 11 1 1 120.00 .00 .00
.00000 w 1 1 7 3 11 1 2 1.00 -1.00 -.50<==
37.00000 1 1 7 3 11 1 3 37.00 .00 .00
32.00000 1 1 7 3 11 2 1 32.00 .00 .00
4.00000 1 1 7 3 11 2 2 4.00 .00 .00
72.00000 1 1 7 3 11 2 3 72.00 .00 .00
8.00000 1 1 7 3 11 3 1 8.00 .00 .00
3.00000 1 1 7 3 11 3 2 3.00 .00 .00
11.00000 1 1 7 3 11 3 3 11.00 .00 .00
5.00000 1 1 7 3 11 4 1 5.00 .00 .00
10.00000 1 1 7 3 11 4 3 10.00 .00 .00
15.00000 1 1 7 3 11 5 1 15.00 .00 .00
14.00000 1 1 7 3 11 5 3 14.00 .00 .00
.00000 w 1 1 7 3 11 6 2 1.00 -1.00 -.50<==
3.00000 w 1 1 7 3 11 7 3 1.00 2.00 1.00
.00000 w 1 1 7 3 12 1 1 1.00 -1.00 -.50<==
3.00000 w 1 1 7 3 12 3 3 1.00 2.00 1.00
3.00000 1 1 7 4 1 1 1 3.00 .00 .00
3.00000 w 1 1 7 4 1 1 2 2.00 1.00 .50<==
3.00000 1 1 7 4 1 1 3 3.00 .00 .00
22.00000 1 1 7 4 1 2 1 22.00 .00 .00
.00000 w 1 1 7 4 1 2 2 2.00 -2.00 -1.00
14.00000 1 1 7 4 1 2 3 14.00 .00 .00
13.00000 1 1 7 4 1 3 1 13.00 .00 .00
3.00000 w 1 1 7 4 1 3 2 1.00 2.00 1.00
6.00000 1 1 7 4 1 3 3 6.00 .00 .00
24.00000 1 1 7 4 1 4 1 24.00 .00 .00
20.00000 1 1 7 4 1 5 1 20.00 .00 .00
3.00000 w 1 1 7 4 1 5 2 1.00 2.00 1.00
3.00000 1 1 7 4 1 5 3 3.00 .00 .00
3.00000 w 1 1 7 4 1 6 1 2.00 1.00 .50<==
3.00000 1 1 7 4 2 1 1 4.00 -1.00 .00
8.00000 1 1 7 4 2 2 1 8.00 .00 .00
3.00000 1 1 7 4 2 2 2 3.00 .00 .00
20.00000 1 1 7 4 2 2 3 20.00 .00 .00
6.00000 1 1 7 4 2 3 1 5.00 1.00 .00
3.00000 w 1 1 7 4 2 3 3 2.00 1.00 .50<==
24.00000 1 1 7 4 2 4 1 24.00 .00 .00
4.00000 1 1 7 4 2 4 3 4.00 .00 .00
11.00000 1 1 7 4 2 5 1 11.00 .00 .00
3.00000 1 1 7 4 2 5 2 3.00 .00 .00
7.00000 1 1 7 4 2 5 3 7.00 .00 .00
.00000 w 1 1 7 4 2 6 1 2.00 -2.00 -1.00
3.00000 w 1 1 7 4 2 6 3 1.00 2.00 1.00
4.00000 1 1 7 4 2 7 1 3.00 1.00 .00
5.00000 1 1 7 4 3 1 1 5.00 .00 .00
3.00000 1 1 7 4 3 1 3 4.00 -1.00 .00
15.00000 1 1 7 4 3 2 1 15.00 .00 .00
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