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Checklist on Disclosure Potential of Proposed Data Releases

Section 1; Introduction

Federal statistical agencies and their contractors ofitect data from persons, businesses, or
other entities under a pledge of confidentiality. Befasseminating the results as either
public-usemicrodata files' or tables, these agencies should apply statistiethods to protect
the confidentiality of the information they collect. réview and evaluation of the statistical
disclosure limitation techniques used by Federaikssiedl agencies can be found in the Federal
Committee on Statistical Methodology’s 1994 report, Report on Statistical Disclosure Limitation
Methodology (Statistical Policy Working Paper [SPWPPR%.2 In addition, SPWP # 22 contains
a set of 12 recommendations to improve disclosuredtion practices.

One of the recommendations in SPWP # 22 is that aggeshkould centralize their review of
disclosure-limited data products. In discussingtbc®mmendation, SPWP # 22 suggests that
if the number of programs is small, such a review cbelthandled by one individual;
alternatively, if an agency has multiple or large progreareview panel, team, or board might
be needed. In this document, the téaclosure Review Board is used to refer to the formally
or informally designated unit or individual that hargdéeich review. The attached document,
“Checklist on Disclosure Potential of Proposed Data Releases” (called Checklist), is one tool

that can assist agencies in reviewing disclosurédohdata products. Completed Checklists
should be submitted to the Disclosure Review Board faevev

Most agency data products are intendedtdslic use, with no restrictions on eligibility and
intended use. Products that meet the criteria for publease may not have sufficient detail to
satisfy the analytical requirements of all users. Camsetly, some agencies have developed
restricted access procedures for making more detailed microdata files ablé$ available to
some users, subject to conditions of eligibility,dbben of use, purpose of use, security
procedures, and other features associated with acctssdata. This Checklist is intended
primarily for use in the development of public-wisga products. Some of the disclosure
limitation procedures described in the Checklist mapfbelue in preparing data products for
restricted access; however, the procedures may have to be relaxed to some degree to meet users’
analytical requirements. The Interagency Confidentialitgt Data Access Group (ICDAG)
plans to develop additional documents (perhaps diafpanother checklist) for use in
developing arrangements for restricted releases of micréitketand tables. Pending
availability of these documents, agencies may wastonsult a 1993 article by Jabine which
summarizes restricted access procedures in use attbat t

The Checklist consists of a series of questions that are designed to assist an agency’s Disclosure
Review Board to determine the suitability of releasirigezipublic-use microdata files or tables
from data collected from individuals and/or organizationder an assurance of confidentiality.

1 A microdata file consists of records at the respondent level. Eachdeomtains values of
variables for a person, household, establishment, er atit.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Section 4 pertains to microdata files that containrmgttion from individuals or establishments,
while Sections 5 and 6 refer to tabular data from indiaig and establishments, respectively.
This Checklist is based on one used at the U.S. Buktlie Census. In creating its Checklist,
ICDAG has liberally borrowed descriptions and definititnosn SPWP # 22.

Uses of the Checklist
The Checklist was developed with following in mind:

It should be completed by a person who has approstatistical knowledge and is familiar
with the microdata file or tabular material in questfpe., branch chief, survey manager,
statistician, or programmer)While this implies a considerable familiarity with saywand
statistical terminology, those without such backgwill nonetheless be able to understand
much of what it intends to accomplisiiThose who need a “primer” on statistical disclosure
limitation methods should see Chapter 2 of SPWP # Qfher references can be found in
Section 6 of this Checklist.)

Responses to questions in the Checklist are not iatetalsupply all of the information required
by a Disclosure Review Board before a microdata file oetableleased to the public.
Some additional questions may need to be answer#dragiven special consideration.
Nonetheless, if files and tabular material are reviewitd tve aid of the Checklist early
enough, the need for time-consuming and costly re-pnograg of the data to be released
can be avoided. This allows additional time for camation with collaborators and/or other
potential users.

In addition to helping an agency’s Disclosure Review Board determine the disclosure potential
of proposed data releases, the Checklist has othsr use

It can serve an important educational function for progstafi who complete the Checklist.

It can provide documentation when an agency is cenisig release of related data files and
tabulations.

It can be very useful in defending legal challenges agency’s decision to withhold certain
tabular data or restrict data contained on a publicfilese

The Checklist reflects the current standards of the Casesau and the National Center for
Health Statistics for the release of public-use dafae Checklist is not a static document but a
“work in progress” that will be changed, refined, and modified as new approaches and

techniques are developed. With appropriate modifinatithe Checklist can be adapted by
Federal agencies and other organizations and usdukbytb review materials of varying levels
of confidentiality. ICDAG encourages agencies to mothifg document to suit their particular
needs.

Brief Overview of Contents

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Section 2. Cover Sheet: This asks for basic information about the proposed rdd¢ase.
Section 3:  Microdata Files

Most microdata files contain data collected from persorsouseholds (referred to as
demographic data). Some questions in this section may not be applectobl
establishment-based files.

A major part of this section of the Checklist focusegeographic information because it is the
key factor in permitting inadvertent identification. drdemographic survey, few
respondents could likely be identified within a sen@tate, but more respondents
especially those with rare and visible reported charatits-- could be identified within a
county or other geographic area with 100,000 or fewer psrso

The risk of inadvertent disclosure is higher with a piypreleased data set that has both detailed
geographic variables and a detailed, extensive seirgéy variables. The risk is also often
a function of the quality and quantity of “auxiliary” information (data from sources external
to the data being released). This auxiliary informatiay be difficult to assess for its
disclosure risk. “Coarsening” a data set by dropping survey variables, collapsing response
categories for other variables, and/or introducing statistical perturbation, called “noise,” to
the data are techniques that may reduce the risk d¥émtent disclosure (Kim and Winkler,
1995).

For surveys of establishments, the issues are gtydifferent because such entities are often
selected from very skewed populations. For exampline U.S., there are very few
hospitals with 1,000 or more beds, and inadverde&adosure in a survey of hospitals might
be possible using detail on the number of bedsgeographic information as large as a
Census region.

Section 4: Tabular Data from Persons or Households (“Demographic Data”)

This section pertains to tables based on data ¢elldoom persons or households under a pledge
of confidentiality. Tables can be of two types. TEsbbffrequency count data show the
number in the population with certain characteristicequivalently, the percent of the
population with certain characteristics. Tablesnaignitude data present the aggregate of
a “quantity of interest” over all units in the cell. Equivalently, the data may be presented as
an average by dividing the aggregate by the numbenitsf im the cell. Demographic data
are typically reported as frequency count data.

Section 4 of this Checklist should always be complétéhe tabulations are based on a complete
count or an enumeration of the target population. désshould also be considered when:

the tabulations identify small geographic areas, argas with populations less than 100,000, or
a large sampling fraction was used, as in the cageafdcennial census long-form sample, or
the tables have a large number of dimensions or cells,

the tables cover especially sensitive topics.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.



Section 5: Tabular Data from Establishments or Other Types of Organizations

This section pertains to tabular data collected fronamiations under a pledge of
confidentiality. As with demographic data, tables ba of two types. Tables of
frequency count data contain the number of units in a cell. Tablesnaignitude data
present the aggregate of a “quantity of interest” over all units in the cell. Thus, a table of the
number of establishments within the manufacturing sdstandustrial classification group
is an example of the former, whereas a table that psettentotal value of shipments for the
same cells is an example of the latter. Differentsttadl disclosure limitation methods can
be used depending on the type of data being preseitiedugh, for practical purposes,
entirely rigorous definitions are not necessary.

Completing the Checklist

Users should complete the cover sheet and answaregtigns for the applicable section(s).
(Obviously, if the Checklist is distributed as a pag@cument, those who need more space for
an answer can attach a continuation sheet and figémei number of the question.) The
completed document should be submitted to the 8ssck Review Board.

Keeping Responses to the Checklist Confidential

Agencies need to walk a fine line between givingdegers enough information so that they will
have some idea of how the statistical disclosure piures that were used might affect their
analyses and giving them so much information thatitita are made more vulnerable to an
attacker. In order to release as much information ashp@sd an acceptable level of disclosure
risk agencies should

describe the kind(s) of procedures used to protect thigdemtiality of data but
not reveal the specific value(s) of the particular digglesimitation method.

Complete knowledge of a specific statistical disclosne¢hod and its associated parameter
value(s) could be used by an attacker to identify smaare individuals on a microdata file or
infer the value of table cells that have been suppddassgrotect the confidentiality of that
information. Because this Checklist contains exptietiails on disclosure method(s) and
parameter value(s), responses to it should be kept eortitd

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.



Section 2: Cover Sheet

SURVEY TITLE:
DATE:

Project Manager’s Name:
Division and/or Branch:
Phone:

I sthis survey sponsor ed/co-sponsor ed by another agency?
Yes. Please list name(s) of agency(agencies).

No.

What type of data areyou releasing?
Public-use microdatafile. Please attach the proposed layout and conten¢ ehitrodata
file.
Tables.

When wer e the data collected?

Does(Do) the reference period(s) of the data collection differ from the actual date of
collection?
Yes. Please give reference period(s).
No.

What isthe periodicity of the proposed data release?

Thisisa preliminary release.

Thisisaone-timerelease of a public-use microdata file from a one-time collection of data.

Thisisarelease of a special tabulation.

Thisisonein a seriesof releases (either microdata file or tables) with substantially the
same content. Please specify the interval at which future prodwatl be released or prior
products have been released.

Thisisthere-release of an approved product, with the addition of supplemental or
previously unreleased data. Please give the date the original product was Strui

(NOTE. Ifthis is a re-release of a previously apebproduct, then only complete those
Checklist questions for which the answers are ndferdnt.)

Will there be other data release(s) (either microdata filesor tables) from this survey?

Yes.
No.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.



Section 3. Microdata Files

Geographic Information on the File

Identify the variables on the file used as geograpl@ntifiers and the minimum population size
for each geographic area. Generally, an agency hadande the level of detail for
nongeographic variables against the level of geograpdtimild This implies that a significant
increase in the former will necessitate the latterdpeiecreased, i.e., the geographic detail would
have to be coarsened.

List all geographic identifiersto be released and the minimum population of each
identifier:

General Rule (used by the Census Bur eau and National Center for Health Statistics): All
geographic areas identifiedust have at least 100,000 persons in the sampled areardam to
latest Census or Census estimate).

Have you chosen to adopt the aboverule or another?
Yes, will use therule of 100,000.
No, will use other rule. Please specify and provide rationale:

Care should be taken before releasing the primary sampling units (PSU’s) that are in a sample.

In addition to explicit geographic identifiers on thie fthe data items, record identifiers, or file
structure may provide additional geographic informatigrniierence. Therefore, steps must be
taken to avoid inadvertently identifying geographicaarthat do not meet the specified
minimum population criteria. Potential problem are@sdiscussed below.

PSU or other geographic information is often embeddedmtrol numbers designed for internal
use. Forinstance, consider the following two hyptithésamples from a county that
had a population of one million. If an agency seld®sample from only one PSU
with a population of 50,000 or, altetively, selected its sample from several PSU’s
whose total population was less than 100,000, themdentity of the county could
possibly be inferred. In neither case should the itleatithe PSU(s) or control
numbers be released.

How will this problem be avoided on thereleased file?
Control numbersaredeleted or do not contain geogr aphic infor mation.
Control numbersarescrambled. Please describe:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Other. Please describe:

Records in many data bases are sequenced so tliastticases are in the lower numbered PSU
or county that is first in alphabetic order.

Briefly, describe how therecordson thisfile will be sequenced to avoid such geographic
inferences:

Data items that imply specific geography of residenag naveal more than the explicit
identifiers displayed. Some examples follow: duratbresidence codes revealing
State of current residence (“lifetime” or “always” where number of years is equal to the
age of respondent); a migration code specifying movefn@mta metropolitan area to a
nonmetro area when metro-nonmetro status has bearderciresidence within X miles
of a nuclear reactor or an airport or health care providenhere is only one in an
identified geographic area; telephone area code; twdatiand longitude coordinates;
codes that indicate the existence of a particular seitiey (such as well water, septic
tanks, cable TV, for example) where only a small aresa(ti@es not have) this type of
service.

List all itemsthat will be deleted for thisreason:

Identify other geographically-related variables (e.g.teecity, non-center city, metropolitan
area, non-metropolitan area) on the file.

List all itemsthat you think might have geographic significance, but could not decide if
they should be deleted:

Sampling information may also provide some geograpiticators. For example, certain
sampling weights may distinguish between self-repitasg and nonself-representing
PSU’s or identify types of areas intentionally oversampled. Also, codes for "second
stage units,” "hit number," etc., may be related to geography.

(a) List all sampling information -- including that for variance estimation -- that will be
deleted for confidentiality reasons or subsampling plans to make weightsless
identifying:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.



(b) List all other sampling information that you think might have geographic significance,
but could not decide if it should be deleted:

File Contents Presenting an Unusual Risk of Individual Disclosure

The disclosure criteria for public-use microdata requirevéew of each file to determine if any
of the proposed contents present an unusual risk ofithail disclosure. The Disclosure
Review Board has identified several measures that caicedtle possibility of identifying an
individual through the characteristics available ditea The measures are discussed below, and
relevant information pertaining to the proposed file gauested to assist the Disclosure Review
Board in its review.

Names, addresses, and other unique numeric identifiehsas Social Security, Medicare, or
Medicaid numbersiust be removed from the file.

High income is a visible characteristic of individuatshouseholds and is considered to be a
sensitive item of information. Therefore, each incomerégn the file, whether for
households, persons, or families, including total meand its individual components,
should beopcoded.

There are no hard and fast rules for determining whichfsutouse in topcoding. Decisions
should be based on examination of the structure aditebution, in combination with
other key variables like race, gender, etc. For examoplkerule used at the Census
Bureau is to topcode at least the top ¥2% of the noo\dues. Note that the strict use
of the same criterion could result in changing thef€d@itom year to year, which would
make things very difficult for data users. One suggestédion would be to change the
cutoff only when there has been a substantial chantjeeiupper tail of the distribution.
Before making such a change it is important to takeactount how the proposed
change will affect time series analyses.

Certain special cases require more thought when rulesgooding are being developed. For
example, consider a variable with a high proportionesd z7alues for most of the
population (such as welfare income). As the proportiamao-zero values decreases, it
may be desirable to topcode in such a manner thighatproportion of them are above
the cutoff. Be aware that a data base containing rareiaumsual details on race and
ethnicity may be a problem, unless there is littlegyaphic detail. In addition, data
bases that contain “unusual” subgroups may need special attention (for instance,
high-income persons who pay no taxes). In develojppgode rules, it might be
prudent to discuss alternatives with the DisclosunaéReBoard well in advance of the
final submission for approval to release a file.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.



Please describethe topcoding rule that isused. If you have different rulesfor different
income variables, please give details.

Do all incometopcodes satisfy the appropriate rule(s)?
Yes.
No. If not, please specify the per cent topcoded and the topcode amount. Briefly
summarize discussions with the Disclosur e Review Boar d:

In addition to income, certain other characteristicy make an individual more visible than
others. Some examples include: unusual occup@®revealed by coding to 3 digits);
unusual health condition (e.g., as shown in higletiaded International Classification of
Disease codes); very high age; value or purchase grm&roproperty; rent or amount of
mortgage. Depending on the geographic detail showthefile, consideration should
be given to topcoding (and/or collapsing) these itesmen they are represented as
interval or odinal variables. One rule of thumb suggested by the Census Bureau’s
Disclosure Review Board is that these topcode categoisle at least %2 of 1 percent
of the total universe (persons/households) representttedite (weighted counts).

In a few cases, where variables apply only to very spogdulations, the Disclosure Review
Board may consider topcode categories, including ajpedely 3 to 5 percent of the
appropriate subpopulation. Examples of approved tagscaded at the Census Bureau
include the following:

Age -- 85 years old and over. (Approximately 1.2% of all pessio the 1990 census.)

Value of property- $500,000 or more. (Approximately 0.7% of all unitst jugt
owner-occupied units in the 1990 census.)

Gross Rent (including utilities} $1,000 or more. Approximately 1.2% of all units, ntj
renter-occupied units in the 1990 census.)

Payments on mortgages$1,000/month (Approximately 3.0% of all mortgage hodden the
1984 Survey of Income and Program Participation file.)

In addition, some variables may require bottom-codingh as year of birth before 1914 or
large negative value for income.

(a) List all itemsthat will be bottom- or topcoded (or collapsed) and the corresponding
codes:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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(b) List all other itemsabout which you have questions regar ding the need to bottom- or
topcode:

Describe any proposed information to bereleased for the bottom- or topcoded data items
(for example, means or medians of the coded values):

Depending on the amount of geographic detail on thgetfiere are other characteristics that may
make a person highly visible. These typically aregsented as categorical or
nonordinal variables and, therefore, cannot be topcod8dme examples include the
following: codes indicating Foreign or Indian Tribah¢puage spoken; detailed racial
identification such as Eskimo, Aleut, Guamian, or 8am detailed ethnic origins; codes
for place of prior residence; codes for tenure in the area (“Always,” “Lifetime”). In
these cases, the amount of detail on the file mag labe collapsed into larger
categories.

(a) List all itemsthat will be collapsed (or deleted) for confidentiality reasons:

(b) List any other itemsabout which you have questionsregar ding the need to collapse the
detail:

Contextual or Ecologic Variables

Contextual or ecologic variables are those that desenme aspect of an area, such as a State,
county, census tract, or block group; percent or frequency of the area’s population employed,

foreign born, receiving public assistance; number ofthdactilities; number and specialty of
physicians; local government expenditures; measuras qtiality; etc.

I dentify the sour ce(s) of the contextual variables:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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I dentify any contextual variables and thelevels at which they are coded:

List all contextual variablesthat will be collapsed (or deleted) for confidentiality reasons:

List any other contextual itemsabout which you have questionsregarding the need to
collapse the detail:

Doesthe crosstabulation of all contextual variables and geographic variableslead to the
identification or one or mor e geogr aphic areasthat are not supposed to beidentified
on thisfile?

Yes. If yes, some, variable(s) must be removed and/or collapsed. Please describe what
will be done.

No.
Don’t know/did not check. Please explain.

Disclosure Risks Associated with Administrative Data and Other External
Data

Efforts must be made to reduce the potential for matamicgodata on this file to data on
external files because external files usually contaimes and addresses and, thus, can be used
to identify survey respondents. Such matching maydssible if the survey contains highly
specific characteristics also found on mailing lista@dministrative records maintained by other
agencies or organizations. For example, the inclusiaehicle make, model, and year in
conjunction with specific geographic identifiers is aoeptable because these items can be
matched to automobile registration lists that cont@imes and addresses. These items
probably could be left on the file if they were recodei broad categories. In addition to the
external files mentioned above, other potential source of such files include: manufacturer’s list

of purchasers of particular major durable goods (for exarapfganes); voter registration lists
in some states; Federal, State, or local tax recorisinal justice system records; state hunting
and fishing license registers; and membership rostemsrtic trade associations.

Disclosure risk is also high if the sampling frame fouevey comes from a source outside the

agency or if the file contains information obtained frotmen agencies. In such cases, the
agency that provided the sampling frame or the auxili#@grmation may be able to match

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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survey records to its original records, particularly if &yrvecords include data from the
originating agency's files: e.g., amount of program bereteived, date of entry into program.

External Files Matchable to Proposed File

Wer e any of the sample cases contained in the microdata file selected from a list provided
by an outside sour ce?
Yes. Pleaseidentify the source, and describe how and by whom sample caseswere
selected from thelist:

No.
Don’t know.

Were any administrative data or data from another external sources used to “expand” the
content of this microdata file (e.g., merging administrative data with survey data)?

Yes. Pleaseidentify the source, and describe the variables obtained from the exter nal
sour ce(s):

No.
Don’t know.

Areyou awar e of administrative records, research files, or a mailing list that contains data
alsoincluded in this proposed microdata file? Such external data could be used to
“compromise” your data, that is, they pose a risk because an “attacker” would use
these exter nal data sourcesto deliberately try to identify individual respondentsand
gain accessto their confidential responses.

Yes. Pleaseidentify:

No.
Don’t know/did not check.

Based on availableinformation, will any data item on the public use microdata file identify
residencein a particular type of institution of which there may be only onein an
identified area; or for which a system of records could be obtained?

Yes. Pleaseidentify thetype of institution:

No.
Don’t know.

Matching

When an external file related to the proposed file toeteased exists, several steps may be
taken to reduce the possibility of matching survewdatthis file; for example, selected items

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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may be deleted or recoded, or "noise" (i.e., small artsoof random variation) may be
introduced into these items.

The Disclosure Review Board cannot specify in advaneaetlyxwhich steps must be taken to
sufficiently reduce the potential for matching. Howevtedlpes consider several factors in
determining the risk associated with releasing a flhemvthe possibility of matching to external
data bases exists: 1) the number of variables availablaatching purposes: 2) the resources
needed to perform the match; 3) the age of the datheddcessibility, reliability, and
completeness of the external file; and 5) the sensitbriuniqueness of the data. Some factors
that make matching easier are listed below, and inféom#s requested on steps that will be
taken before the file is released to reduce the matgatential. (NOTE: This information is
necessary even if you are not aware of any extditeathat could be used in matching.)

Matching is easier:

...If any data item, or combination of items, iso$adesmall and readily identifiable population
subgroup or class. The inclusion of codes that ileméiry small population segments
should be avoided; for example, Indian tribes or detalecupation groups in
combination with the release of highly specific geoprapdentifiers. Normally, one
has to consider more than one variable at a timgiibap of variables is likely to appear
together on afile or list. For example, age and wgether with country of birth and
occupation, could permit the disclosure of individidaintity.

(a) List all data item(s) proposed for inclusion on thefilethat, in various combinations,
may isolate a small, readily identifiable population:

(b) List all dataitem(s) that will be altered (i.e., deleted, recoded, noise added) for this
r eason:

...If the file includes essentially every member obaydation (say p > 0.5). Examples include:
establishments/institutions with large numbers of eygés, high-income individuals,
doctors, scientists of a specified type, or residentedéin types of institutions. In
such instances, prior to data release, it may be apatepo do additional subsampling.

I dentify these populations, if any are on thefile, and how they will be subsampled:

...If the file contains any information obtained fromaets or other sources where that
information could serve as a link to an external filechthas individual identifiers or
detailed geographic information. Examples includael consumption or cost records

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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from a utility company; neighborhood, tract, or summdrgracteristics from a decennial
census; welfare, health-related, or Social Security fiata a Government agency; arrest

record from a police department; benefits provided to eyaals, such as pensions and
health insurance.

(a) List all data item(s) proposed for release on thefile that were not obtained from an
interview with the respondent:

(b) List all dataitem(s) altered or deleted for thisreason:

...If the file includes data items frequently used fatching, such as exact date of birth, sex, and
race, or if it includes other items that should be figahon both files, such as exact

iIncome amount, real estate taxes or other taxes, eoflantry or termination from a
Government-sponsored program.

(a) List these data items, if any:

(b) List all dataitem(s) altered or deleted for thisreason:

...If longitudinal data are being collected; i.éthie data for the same respondents/units will be
collected for several different reference periods. Primargewnrelates to time series

of data items potentially matchable to outside recadg, income tax or employment
records.

If data ar e collected from the same respondents mor e than once, indicate the frequency of
interview, length of time that any one unit may be in the sample, and factors
affecting the likelihood of matching a sample unit from onetime period to the next:

...If highly specific geography is included on the fisuch as State, Metropolitan statistical area,
etc.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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List all geographicidentifiersbelow thelevel of region:

...If data collected from multiple persons in a hoad@lare linked on the released file.
Disclosure risks associated with linking of househn&mbers are well-known. For
example, households can be identified because of significant difference in spouses’ ages,
atypical number and ages of children, a “unique” multi-racial composition of the
household, etc- not to mention the fact that one household member, b
self-identification, could look up other members’ reported information.

(a) Aredata collected from multiple personsin a household?
Yes.
No. If no, skip to 3.3.3.

(b) If yes, describe the strategy for releasing these data, and indicate whether or not the
data from these will be linked:

Describe any consider ations not previously mentioned that reduce the ability to match this
fileto external data; e.g., unreliability or natural noisein the data:

Cross-Tabulations To Identify Unique Sets of Characteristics

Wer e any cross-tabulations per for med to identify sets of unique characteristics?
Yes.
No. If no, skip to 3.4.

If yes, what weretheresults?

Will any additional steps betaken to reduce disclosurerisk based on these
results?

The Addition of Statistical Perturbation (or “Noise”)

The addition of statistical perturbation, called “noise,” is another statistical disclosure limitation
technique. Essentially, "noise" is defined as thetaddof small amounts of random variation

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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to quantitative data (see Kim and Winkler, 1995). rélaae several methods that can be used to
add noise to data.

Was any noise added to the data?
.Yes.
No. Ifno, skip to 3.5.

What procedure(s) was(were) used to add noise to the dale&se give specifics for that
procedure (i.e., percent of records affected, distributiorocde, etc.). Some
possibilities include the following: (NOTE: For agtription of these techniques,
consult SPWP # 22 or Appendix B.)

random noise

record swapping

rank swapping

blanking and imputation

Was any attempt made to match back the noise-added data to the original file?
Yes.
No. If no, skip to 3.5.

If yes, how was it done, and what wasthe rate of successin matching?

Other Issues

Files that include every sample case or cases iraslrat are sampled at high rates (p > 0.5) are
more likely to lead to disclosure than files contagnamly a subsample of cases. For
example, if it were known that a certain individualtfggpated in a particular survey, one
could infer that the person's record could be found ircdéineesponding microdata file,
assuming all sample cases were available on that file

Doesthisfile contain every case?
Yes, it includes every case.
No, it includes a subsample of cases. If so, specify the range of sampling rates:

Project managers should be aware that confidentialilglpms may arise if special tabulations
are made from an internal version of the file, which inelsidetail omitted from the
public-use file. For example, a tabulation might pdevspecific geography, not
included on the public-use file, that is cross-tataday multiple data items on the file.
Consult with the Disclosure Review Board if you are plagro release tabulations that

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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make use of detail not available on the public-use fi
Do you plan to release tables that make use of detail not available on the public-use file?
Yes.
No.
Describe the Sample Design

Briefly describe the sample design by answering theestiquns:

Describe the sample design, including stratification, clustering, and stages. Becertain to
identify the unitsthat were sampled at any stage with probability > 0.5:

Provide a brief paragraph that compar es and contrasts the proposed sampling units, units
of enumeration, and units of analysisin the study:

The following subset of questions pertainsto how much information is (will be) publicly
available about the sample design, i.e., sampling plan and estimator s (including the
identity of PSU’s):

(a) What information isalready publicly available?

(b) What information will be made public with thisrelease?

(c) What information will be withheld?

Describe how userswill estimate sampling variances, potentially identifying any proposed
"nesting variables' on the proposed file layout or the design of any weights used for
replication approaches:

Supplements
Wasthisinformation gathered as a supplement to another survey?

Yes.
No. Ifno, you are finished with this section of the Ckiest.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Can this microdata file be linked to the file produced from the main survey?
Yes.
No.
Don’t know.

If yes, what geogr aphic infor mation ison the main file?

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Section 4. Tabular Data from Persons or Households
(or “Demographic Tables”)

The Data

A table is often referred to by itimensions. If the values presented in the cells of a statistica
table are aggregates over two variables, then theitbtevo-dimensional table. An example

of such a demographic table would be one that disglag counts of individuals by 5-year age
category and the highest level of education (some$abbol, high school graduate, received
General Equivalency Diploma, some college, collegelgate, and post-graduate studies).
Typically, categories of one variable are given in nuis, and categories of the other variable
are given in rows. If the values presented in the oélsstatistical table are aggregates over
three variables, then the table ithaee-dimensional table. Starting with the previous example,
if the data was also presented by county for the Sta#aryland, then the three dimensions
would be age group, education level, and countya tiiree-dimensional table, the first two
dimensions are said to be presented in columns and rows, the third variable in “layers.” In order

for a table to be three-dimensional, all one-dimeradidwo-dimensional, and three-dimensional
marginal totals must be displayed, unless they grpregsed. If only the marginal totals are
displayed for two of these variables, then we have afse/o-dimensional tables instead. To
illustrate using our last example where we had agepgreducation level, and county for the
State of Maryland: collapsing across age groups wagdlt in a two-way table of county by
education level; collapsing across education lewetsjo-way table of county by age group; and
collapsing across counties, a two-way table of agemby education level for the State of
Maryland.

What data will bereleased and in what formats (i.e., table dimensions; variablesand their
detail)? Oneway to describethisisto use atablelikethe following:

Tabulations Cell Contents Comments
VbleA x VbleB x VbleC ListA
VbleA x VbleD ListB
VbleB x VbleD ListB

Description of the variables:
VbleA = county
VbleB = income ranges (0; 1-9,999; 10,000-49,99pP;
VbleX = income
etc..
Description of the contents of each list (magnituda)dat
ListA = unit (person/household) counts, VbleW, VbléleY, and VbleZ
ListB = unit (person/household) counts, VbleX, Vblevid VbleZ
etc..

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Use this space for additional descriptive informationtem 2.1.1.

What is the highest dimension of a tablethat you arereleasing?

What level(s) of geography is(are) released?

Do you collect written waiversfrom individuals or householdsthat would enable you to
publish infor mation that might otherwise have to be suppressed or masked?
(NOTE: For more information on waivers, see Japir$93.)

Yes.
No.

If yes, please describe:

One method of protecting the confidentiality of datebisonduct aample survey rather than a
census. In reporting results of large-scale sample ssiresyimates are made by
multiplying a respondent’s data by a sampling weight before they are aggregated.

Arethe data from a sample or a census (complete count)?
sample.
census. If census, please skip to Section 4.2.

If data are from a sample,

...aresome groupsof individuals selected with certainty?
Yes.

No.

...briefly describe the sample design, including overall sampling rate:

...areweights common knowledge (or could easily be inferred) so that a cell with a value of
10, for example, could be linked to one per son/household?
Yes.
No.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.



21

(d) If yes, please explain:

Coordinating preliminary release(s) with final release(s).

Isthisa preliminary release or afinal release?

Final release.

Preliminary release. (NOTE: Identical suppression patterns must be used in both the
preliminary and final releases. If this is a preliminary release, consult with the
Disclosure Review Board. Do not lock yourself'into a disclosure method/pattern too
early in the process because the disclosure limitation method(s) used for the preliminary
release may restrict subsequent release(s), including the final release.)

Disclosure Risks Associated with Administrative Data and Other External
Data

The disclosure risk of a table is increased if it corg@dministrative data or any type of data
from an outside/external source. For instance, agesgiastimes use administrative records as
the sampling frame for a demographic survey. If the agprmyiding such administrative data
uses a “stricter” set of confidentiality rules than the receiving agency, then the rectmpéthe

data may need to apply these “stricter” rules before the data can be released.

Wer e any administrative data or data from an exter nal sour ce used as a sampling frame
for thissurvey?
Yes.
No. Ifno, please skip to 4.2.4.

If yes, please describe:

Were any administrative data or data from an external source used to “expand” the
content of thiscensusor survey (i.e., by merging administrative data with survey
data)?

Yes.
No. Ifno, please skip to 4.2.4.

If yes, please describe:

Doesthe agency providing these administrative/exter nal data have different confidentiality
rulesthan your office/program?
Yes.
No.

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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If yes, please describe rules used by the other agency and how your office/program met
both setsof rules:

Areyou awar e of any exter nal data sour ces (i.e., State data files, filesreleased by another
Federal agency) that could be used to “compromise” your data? When such files
exist, thereisarisk that an “attacker” would use these external data sources to
deliberately try toidentify individual respondents and gain accessto their
confidential responses.

Yes. Ifyes, please describe:

No.
Don’t know/did not check. Please explain.

Disclosure Limitation M ethods

The selection of a statistical disclosure limitatieahnique for data presented in tabkablar
data) depends on whether the data represent frequencies aitutss.

Tables of frequency count data present the number of units of analysis in a cell.uiggently,
the data may be presented as a percent by dividengdhnt by the total number presented in
the tables (or total in a row or column) and multiptyloy 100. In a table of frequency data,
each respondent contributes equally to each celhiolwhe/she is represented (the
contribution usually being the respiant’s survey weight, or 1 in an unweighted table or a
census). A confidentiality problem arises for this tgp&able when a cell has only a few
respondents and the characteristics are sufficientiydiste. Then it may be possible for a
knowledgeable user to identify individual respondenBisclosure limitation methods are
applied to cells with less than a specified numbeespondents to minimize the risk that
respondents can be identifiecdthis approach is calledthr eshold definition of a sensitive
cell. Typical disclosure limitation methods includgl suppression and a variety of data
perturbation methods (includirigaditional rounding, random rounding, controlled
rounding, andrecor d swapping).

Tables of magnitude data present the aggregate of a “quantity of interest” over all units of
analysis in the cell. Equivalently, the data maypbesented as an average by dividing the
aggregate by the number of units in the cell. To folyrdistinguishfrequency count data
from magnitude data -- for the latter, the “quantity of interest” must measure something
other than membership in the cell. In a table of magdeidata, respondents contribute
unequally to each cell. This requires a more elabalefi@ition of sensitive cells for tables
of magnitude data such definitions are calldthear sensitivity measures. In a table of
magnitude data the confidentiality problem is thait y@ant to make sure that the data user

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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cannot use the published tatahd other publicly available data to estimate a respondent’s
value too closely. In contrast to tables of frequeratpa dfewer alternative methods for
statistical disclosure limitation are available forlésbof magnitude data cell suppression
is typically used (another possible techniquedtse addition).

For practical purposes, entirely rigorous definitions atenecessary. Typically, demographic
tables contain only frequency count data. The cglpsession technique used for magnitude
data can also be used for frequency data. (NOTke “noise” technique described in Evans

et al., 1996, doesot apply to frequency data.)

Disclosure Limitation Method: Cell Suppression

One historical method of protecting sensitive cellglies is cell suppression. This means that
sensitive cells araot published -- they aresuppressed. These sensitive cells are
calledprimary suppressions. To make sure the primary suppressions cannot be
derived by subtractions from published marginal totadslitional cells (which are
nonsensitive) are selected fmmplementary suppression. Complementary
suppressions are sometimes callecbndary suppressions.

Did you use cell suppression as a disclosur e limitation method?
Yes.
No. Ifcell suppression was not used, please skip ttid3ed.3.2.

(NOTE: The following cell suppression techniqueised for magnitude data.) In some cases, a
program office may have more than one primary suppresden eor example, a cell
is suppressed when: (@) it has a count of one or @) avhen a marginal total equals
the value of that particular internal cell.

Agencies use one of three common methods for determiviiegher or not a cell is sensitive
and, therefore, should be suppressed (céilfesdr sensitivity measures). As noted
above, these sensitive cells are called primary sugipres

The most commonly used method for determining whethaoba cell is sensitive and,
therefore, should be a primary suppression ignlie rule: This rule states that if a small
number (n or fewer) of the respondents contribute a largemeage (k percent or more) of
the total cellvalue, then that cell is sensitive. Note that ‘n’ is usually much smaller than the
total number of respondents for the cell. The (n,k) rakediso been called tldeminance
rule. Inthe case when n=1, this rule declares sensitiyecell in which the cell value can
be used to obtain an upper bound for the largest respondent’s value that is “close” to its
actual value, where “close” depends on the value of k. In the case whenn > 1, a cell is
sensitive when n-1 collaborators in the cell cantbse data together with the cell value to
obtain an upper bound for the largest respondent’s value that is close to its actual value.

An alternative to thén,k) ruleis known as th@q rule: This rule begins by assuming that prior

information allows each respondent’s value to be estimated within q percent of its actual
value. If that information together with the cell vahllows the value of the largest
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respondent to be estimated within p percent of itsedetalue (p < ), then the cell is
sensitive.

A third rule, thep-percent rule, is simply a special case of the pq rule with g=100.

(a) What rule(s) was(wer ) used to deter mine primary suppressions? Please check all that
apply and give parameter (S).

the (n,k) rule. Give parameters:

the pq rule. Give parameters:

the p-percent rule. Give parameters:

other rule. Pleasedescribethisrule:

(b) Please describe how you applied this(these) rule(s). For example, if you used the (n,k)
rule, describe the parametersused for each variable:

(NOTE: The following cell suppression techniqueised for magnitude data.) A simplifying
procedure for cell suppressionkigy item suppression. In this method, an agency
would perform primary disclosure analysis and complenmgsiappression on certain
key data items only and then apply the same supgpregattern to other related items.
Under key item suppressions, fewer agency resourcegwaoted to disclosure
limitation, and data products are more uniform across itieans. Key and related items
are identified by expert judgment. They should renséaible over time.

Was(wer e) a key item(s) chosen in performing cell suppression?
Yes.
No.

If yes, what wasthiskey item, and why wasit selected?

(NOTE: The following cell suppression technigueised for magnitude data.)n
deter mining secondary suppressions, what was your goal?
minimize the number of cells that are suppressed.
minimize the amount of information that is suppressed.
other — please describe:

(NOTE: The following cell suppression techniqueimdy used for frequency data.lf a cell
has only a few respondents and the characteristicsifii@ently distinctive, then it may
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be possible for a knowledgeable user to identify respiotsdn the population.
Disclosure limitation methods are sometimes appbecktls with fewer than a specified
threshold number of respondents to minimize the risk that respondearise

identified from their data. With weighted data, a mowaservative approach would be
to suppress cells based on the unweighted counts tatin the weighted counts.

In addition, a disclosure risk may also occur wheslbcontains all members of a domain and
thereby discloses some information about them, for elgripve released a frequency
count table showing that the 12 hemophiliacs in@nty who are aged 25-34 are all
HIV-positive or have criminal records, etc. Another epégtwould be publishing a
frequency table in which all members of a particular gr@ug., physicians in the county
who graduated less than 5 years ago) are in a narroiyedencome range.

(a) Did you suppress valuesthat wer e based on less than a specified threshold number ?
Yes. Pleasegivethreshold number:
No. If you did not use a threshold rule, please explain why not:

If yes, wasit applied to weighted or unweighted data?
Weighted data.
Unweighted data.

Do any cells contain all member s of a domain?
Yes.
No.
Don’t know.

If yes, please describe:

(NOTE: The following cell suppression techniqueised for either frequency or magnitude
data.) For small tables, it is possible to manusglgct cells for complementary or
secondary suppression and then to apply audit proce¢hee Section 4.3.2 below) to
guarantee that the selected cells adequately ptbsensitive cells. For large-scale
survey publications with many related tables, thet&n of a set of secondary
suppression cells can be an extremely complex praoblem

(a) Were secondary suppressions selected by hand or suppression software? (Please
check all that apply, and describe what you did.)

by hand.

by suppression softwar e developed in this agency.

by suppression softwar e developed by an outside vendor. Please provide name of vendor
and product:

(b) Please describe your method:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Auditing

Once sensitive cells have been identified by a prirsappression rule, and secondary
suppressions have been selected, it is importanathagency examine the resulting table to
make sure that the primary suppressions are adeqpatédcted. The proposed suppression
pattern should baudited in order to make sure that the primary suppressions#ieisntly
well-protected. There are automated methods of agditin

Certain methods for deriving complementary suppressionsedirauditing.  Self-auditing
means that the protection provided is measured anpa®uh to prespecified levels, thereby
ensuring automatically that sufficient protection ikiaged. For example, wheretwork flow
methods are used to derive complementary suppressions, teesed-auditing for
two-dimensional tables.

Werethe suppression patternsin thetablesaudited? That is, wereall tablesaudited?
Yes. If yes, please explain how:

No. Ifno, explain why not:

Wer e any suppressionsremoved by hand?
Yes.
No.

If yes, please explain why:

If yes, how wer e suppr essions chosen to replace them?

Will any additional infor mation be released for valuesthat wer e suppressed (i.e. ranges,
medians, estimates, rounded values, values with noise, etc.)?
Yes.
No.

If yes, please give details:

Disclosure Limitation Method: Addition of Noise

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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(NOTE: The following method is only used for matgiie data.) Another statistical disclosure
limitation method is to addoise to the underlying microdata before producing tabular yetsd

In this method, each individual/household in th@gkng universe is assigned a multiplier
called a “noisefactor.” Whenever an individual/household is canvassed in any survey or
census, all of its values are multiplied by its ndeastor. Within a particular survey or census,
all individuals/households would have their valuastiplied by their corresponding noise
factorsbefor e the data were tabulated. Since the same multigligivays associated with an
individual/household and used wherever its data éddged, values would be consistent from
one table to another. That s, if the same celeapgd on more than one table, it would have the
same value in all tables. (For more information os thchnique, see Evans et al.,1996.)

Did you add noise to the underlying micr odata befor e cr eating the tables?
Yes.
No. Ifno, please skip to Section 4.3.4.

Which itemsreceived noise?

How was noise added to the data?

How much noise was added to the data?

Disclosure Limitation Method: Additional M ethods For Frequency Count
Data

In addition to the cell suppression techniques desdrdbove, there are other disclosure
limitation methods that can be used for frequency cdatd. These additional methods include
traditional rounding, random rounding, record swappit@nking and imputation; and

controlled rounding. (NOTE: For a description afsk other techniques, consult SPWP # 22
or Appendix B.)

Did you use additional disclosure methods, other than cell suppression, for your freguency
count data?

Yes.

No. Ifno, please skip to Section 4.4.

If yes, please describe:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Coordination of Disclosure Limitation

There is a risk of disclosing confidential informatiohem multiple surveys in an agency
produce tables that are generated from the same data®Betuppressions must be coordinated
among all tables generated from the same data sedén @ ensure that disclosure limitation
methods applied to one table cannot be used tdifigesensitive cells in a previously released
table. For example, an agency in the Department afthland Human Services (DHHS) may
contract with the National Center for Health Statisfd€HS) to collect data in a supplement to
one of NCHS’s ongoing surveys. While the DHHS agency that sponsors the supplement may
have plans to publish data in a certain way, it sgedarefully coordinate its data release with
that done by NCHS. You want to be sure that suppmegstterns in related tables do not
unravel each other.

The principle of coordination is especially importafitem nonstandard or special tables are
created or when “regular/standard” tables were previously published. Before such tabular
products are released, special actions must be takeéne [program staff to coordinate disclosure
limitation methods.

Have these data been used for resear ch purposes (for example, by an exter nal resear cher)
or released asin a special tabulation?

Yes.

No.

If yes, please give a brief description of this use or what was released: _

Hasthe same (or very similar) data also been released by your unit or by another division,
program area, or branch?

Yes.

No. Ifno, you have completed the Checklist.

If yes, please describe:

Wer e disclosur e limitation techniques (such as cell suppr ession patter ns) coor dinated with
those previously used?
Yes. |If yes, please explain:

No. If no, explain why you did not coordinate:

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Section 5: Tabular Data from Establishmentsor Other Types of
Organizations

In contrast to demographic data, it is presumed thatatdlected from establishments or other
organizations (such as hospitals, schools) often pbsghar risk for several reasons: the data
are typically very skewed, the size of the universe begmall, and there are many high
visibility variables. For example, in the U.S., there are only a handful or so of hospitals with

1,000 or more beds, and inadvertent disclosure in a survey of hospitals might be possible using
detail on the number of beds and as large a geographic area as a Census region. In addition, the
potential value of financial and other proprietary bussngata for identified units to outsiders
may provide a strong incentive for some of them to desixad information from the releage
data. For these reasons, establishment data cdllectier a pledge of confidentiality are rarely
released as public-use microdata files and are typicalftased in tables.

The Data

A table is often referred to by itSmensions. If the values presented in the cells of a statistica
table are aggregates over two variables, then theitabtevo-dimensional table. An example

of such a table would be one that displays the vafw®nstruction work done during a
particular period in the State of Maryland by county bBpd-digit Standard Industrial Code
(SIC) groups. Typically, categories of one variable arergim columns, and categories of the
other variable are given in rows. If the values preseintéfte cells of a statistical table are
aggregates over three variables, then the tablehsee-dimensional table. Starting with the
previous example, if the data were also presented &y tfeen the three dimensions would be
year, county, and SIC code. In a three-dimensionas t#iné first two dimensions are said to be
presented in columns and rows, the third variable as “layers.” In order for a table to be
three-dimensional, all one-dimensional, two-dimenalpand three-dimensional marginal totals
must be displayed, unless they are suppressed. tidhginal totals are displayed only for two
of these variables, then we have a set of two-dimaaktables instead. To illustrate our last
example, if the marginal totals summed all cells @oemty and SIC code for each single year,
then we would have a set of two-dimensional tables,foneach year. However, if the
marginal totals also displayed the sum over differeatgghen we would have a
three-dimensional table.

What data will bereleased and in what formats (i.e., table dimensions; variables and their
detail)? One way to describethisisto use atablelike the following:

Tabulations Cell Contents Comments
VbleA x VbleB x VbleC ListA

VbleA x VbleD VbleE

VbleB x VbleD VbleE
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Description of the variables:
VbleA = year
VbleB = county
VbleC = two-digit industrial classification
etc..
Description of the contents of each list (magnituda)dat
ListA = unit (establishment) counts, VbleX, Vble\hcaVbleZ
VbleE = value of shipment in range (0; 1-9,999; 10;29,999;..)
etc..

Use this space for additional descriptive informationtem 5.1.1.

What is the highest dimension of a tablethat you arereleasing?

What level(s) of geography is(are) released?

Do you collect written waiver s from establishments or or ganizationsthat would enable you
to publish infor mation that might otherwise have to be suppressed or masked?
(NOTE: For more information on waivers, see Japl$93.)

Yes.
No.

If yes, please describe:

Ar e establishment/or ganization counts r eleased?
Yes.
No.

One method of protecting the confidentiality of datebisonduct asample survey rather than a
census. In reporting results of large-scale sample ssiresyimates are made by
multiplying a respondent’s data by a sampling weight before they are aggregated.

Arethedatafrom a sampleor a census (complete count)?
sample.
census. If census, please skip to Section 5.2.

If data are from a sample,
...aresometypes of establishments selected with certainty?

NOTE: Responses to the questions in this Checklist beisteated as strictly confidential.
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Yes.
No.

...briefly describe the sample design, including overall sampling rate:

...areweights common knowledge (or could easily be inferred) so that a cell showing 10
units, for example, could belinked with only one establishment?

Yes.

No.

If yes, please explain:

Coordinating preliminary release(s) with final release(s).

Isthisa preliminary release or afinal release?

Final release.

Preliminary release. (NOTE: Identical suppression patterns must be used in both the
preliminary and final releases. If this is a preliminary release, consult with the
Disclosure Review Board. Do not lock yourself'into a disclosure method/pattern too
early in the process because the disclosure limitation method(s) that are used for the
preliminary release may restrict subsequent release(s), including the final release.)

Disclosure Risks Associated with Administrative Data and Other External
Data

The disclosure risk of a table is increased if it corg@dministrative data or any type of data
from an outside/external source. For instance, agesgiastimes use administrative records as
the sampling frame for an establishment/organizatiamaley. If the agency providing such
administrative data uses a “stricter” set of confidentiality rules than the receiving agency then the
recipient of the data may need to apply these “stricter” rules before the data can be released.

Wer e any administrative data or data from an exter nal sour ce used as a sampling frame
for thissurvey?
Y es.
No. Ifno, please skip to 5.2.4.

If yes, please describe:

Were any administrative data or data from an external source used to “expand” the
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content of this census or survey (i.e., by merging administrative data with survey
data)?

Yes.

No. Ifno, please skip to 5.2.4.

If yes, please describe:

Doesthe agency providing these administrative/exter nal data have different confidentiality
rulesthan your office/program?
Yes.
No.

If yes, please describe rules used by the other agency and how your office/program met
both sets of rules.

Areyou awar e of any exter nal data sour ces (forexample, State-level data files, Dunn and
Bradstreet files) that could be used to “compromise” your data? When such files
exist, thereisa risk that an “attacker” could use these external data sources to
deliberately try to identify individual respondents and gain accessto their
confidential responses.

Yes. |f yes, please describe:

No.
Don’t know/did not check. Please explain:

Disclosure Limitation M ethods

The selection of a statistical disclosure limitatiechnique for data presented in tabkedlar
data) depends on whether the data represent frequencies artooss.

Tables of frequency count data present the number of units of analysis in a cell.uiEently,
the data may be presented as a percent by dividengaihnt by the total number presented in
the tables (or total in a row or column) and multiptyloy 100. In a table of frequency data,
each respondent contributes equally to each celhiolwhe/she is represented (the
contribution usually being thespondent’s survey weight, or 1 in an unweighted table or a
census). A confidentiality problem arises for this tgp&able when a cell has only a few
respondents and the characteristics are sufficientlydiste. Then it may be possible for a
knowledgeable user to identify individual respondenBisclosure limitation methods are
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applied to cells with less than a specified numbeespondents to minimize the risk that
respondents can be identifiecdthis approach is calledthr eshold definition of a sensitive
cell. Typical disclosure limitation methods includgl suppression and a variety of data
perturbation methods (includirgindom rounding, controlled rounding, andr ecor d

swapping).

Tables of magnitude data present the aggregate of a “quantity of interest” over all units of
analysis in the cell. Equivalently, the data maypbesented as an average by dividing the
aggregate by the number of units in the cell. To folyrdistinguishfrequency count data
from magnitude data -- for the latter, the “quantity of interest” must measure something
other than membership in the cell. In a table of magdeidata, respondents contribute
unequally to each cell. This requires a more elabal&fiaition of sensitive cells for tables
of magnitude data such definitions are calldthear sensitivity measures. In a table of
magnitude data, the confidentiality problem is thai yant to make sure that the data user
cannot use the published totals and other publichyl@le data to estimate a respondent’s
value too closely. In contrast to tables of frequeratpa dfewer alternative methods for
statistical disclosure limitation are available forlésbof magnitude data cell suppression
is typically used (another possible techniqueadise addition).

Thus, tables of the number of establishments witremtlanufacturing sector by SIC group and
by county-within-State are frequency count tables,reh®tables presenting total value of
shipments for the same cells are tables of magnitatie dFor practical purposes, entirely
rigorous definitions are not necessary. The cell supfmesechniques used for magnitude data
can also be used for frequency data. (NOTE:ie “noise technique described in Evans et al.,

1996 doesnot apply to frequency data.)

Disclosure Limitation Method: Cell Suppression

One historical method of protecting sensitive cellwlvles is cell suppression. This means that
sensitive cells araot published -- they aresuppressed. These sensitive cells are
calledprimary suppressions. To make sure the primary suppressions cannot be
derived by subtractions from published marginal totdslitional cells (which are
nonsensitive) are selected fmmplementary suppression. Complementary
suppressions are sometimes callecbndary suppressions.

Did you use cell suppression as a disclosur e limitation method?
Yes.
No. Ifcell suppression was not used, please skip ttid3e5.3.2.

(NOTE: The following cell suppression technique is usediagnitude data.) In some cases,
a program office may have more than one primary suppresd®n For example,
consider a set of tables containing the number of efeth workplace injuries. For
such tables, the general rule may be to suppres$wlmse one establishment has 75%
or more of the total of that cell. This type of tabées lanother vulnerability in that the
reporting of no data at all can also violate confiddityi. If no reporter in a given cell
experienced any injury or iliness cases, the estifoatinat cell would legitimately be
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zero. This would reveal the value (zero) that all cbntars reported. A second
primary suppression may need to be applied to callsctbntain no injuries.

Agencies use one of three common methods for determivivegher or not a cell is sensitive
and, therefore, should be suppressed (céillesdr sensitivity measures). As noted
above, these sensitive cells are called primary supipres

The most commonly used method for determining whetheoba cell is sensitive and,
therefore, should be a primary suppression igrti@ rule: This rule states that if a
small number (n or fewer) of the respondents contributege lgercentage (k percent or
more) of the total cell value, then that cell is séwisi Note that ‘n’ is usually much
smaller than the total number of respondents for the cEfie (n,k) rule has also been
called thedominancerule. In the case when n=1, this rule declares sengitiyecell in
which the cell value can be used to obtain apetpound for the largest respondent’s
value that is “close” to its actual value, where “close” depends on the value of k. In the
case when n > 1, a cell is sensitive when n-1 bolators in the cell can use their data
together with the cell value to @lin an upper bound for the largest respondent’s value
that is close to its actual value.

An alternative to thén,k) ruleis known as th@qg rule:  This rule begins by assuming that prior
information allows each respondent’s value to be estimated within q percent of its actual
value. If that information together with the cell vahllws the value of the largest
respondent to be estimated within p percent of itseealue (p < q), then the cell is
sensitive.

A third rule, thep-percent rule, is simply a special case of the pq rule with g=100.

What rule(s) was(wer €) used to determine primary suppressions? Please check all that
apply and give parameter ().

the (n,k) rule. Give parameters:

the pq rule. Give parameters:

the p-percent rule. Give parameters:

other rule. Pleasedescribethisrule:

Please describe how you applied this(these) rule(s). For example, if you used the (n,k)
rule, describe the parametersused for each variable:

(NOTE: The following cell suppression techniqueised for magnitude data.) A simplifying
procedure for cell suppressiorkisy item suppression. In several economic censuses, the
Census Bureau uses key item suppression, that is, pentpprimary disclosure analysis and
complementary suppression on certain key data iterysamd then applying the same
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suppression pattern to other related items. Undert&eysuppressions, fewer agency
resources are devoted to disclosure limitation, ama gi@ducts are more uniform across
data items. Key and related items are identifiedX{ped judgment. They should remain
stable over time.

Was(were) a key item(s) chosen in performing cell suppression?
Yes.
No.

If yes, what was thiskey item, and why was it selected?

(NOTE: The following cell suppression techniqueised for magnitude data.)n
deter mining secondary suppressions, what was your goal?
minimize the number of cellsthat are suppressed.
minimize the amount of infor mation that is suppressed.
other — please describe:

(NOTE: The following cell suppression techniquemdy used for frequency data.) If a cell
has only a few respondents and the characteristicsii@ently distinctive, then it may be
possible for a knowledgeable user to identify respotsderthe population. Disclosure
limitation methods are sometimes applied to celth Wawer than a specifietthr eshold
number of respondents to minimize the risk that respondearisoe identified from their
data. With weighted data, a more conservative appravacild be to suppress cells based
on the unweighted counts rather that the weightedtsou

In addition, a disclosure risk also may also occurméneell contains all members of a domain
and thereby discloses some information about themxtmgple, if we released a
frequency count table showing that the 12 restaurarggarticular county which had
been in business for 6-10 years all have a certain cesistic.

Did you suppress valuesthat wer e based on lessthan a specified threshold number ?
Yes. Pleasegivethreshold number:
No. If you did not use a threshold rule, please explain why not.

If yes, wasit applied to weighted or unweighted data?
Weighted data.
Unweighted data.

Do any cells contain all member s of a domain?
Yes.
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No.
Don’t know.

If yes, please describe:

(NOTE: The following cell suppression techniqueised for either frequency or magnitude
data.) For small tables, it is possible to manusdigct cells for complementary or
secondary suppression and then to apply audit procedseesSection 5.3.2 below) to
guarantee that the selected cells adequately ptbesensitive cells. For large-scale
survey publications with many related tables, thed#&ln of a set of secondary suppression
cells can be an extremely complex problem.

Wer e secondary suppressions selected by hand or suppression software? (Please check all
that apply, and describe what you did.)
by hand.
by suppression softwar e developed in this agency.
by suppr ession softwar e developed by an outside vendor. Please provide name of vendor
and product:

Please describe your method:
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Auditing

Once sensitive cells have been identified by a prirsappression rule, and secondary
suppressions have been selected, it is importanageatcies examine the resulting table to make
sure that the primary suppressions are adequately motedihe proposed suppression pattern
should beaudited in order to make sure that the primary suppressions#freiently
well-protected. There are automated methods of agditin

Certain methods for deriving complementary suppressionsedirauditing. Self-auditing
means that the protection provided is measured angamuth to prespecified levels, thereby
ensuring automatically that sufficient protection ikiaged. For example, wheretwork flow
methods are used to derive complementary suppressions, thesefi-auditing for
two-dimensional tables.

Werethe suppression patternsin thetablesaudited? That is, were all tables audited?
Yes. If yes, please explain how:

No. Ifno, explain why not:

Wer e any suppressionsremoved by hand?
Yes.
No.

If yes, please explain why:

If yes, how wer e suppressions chosen to replace them?

Will any additional infor mation be released for valuesthat wer e suppressed (i.e. ranges,
medians, estimates, rounded values, values with noise, etc.)?
Yes.
No.

If yes, please give details:
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Disclosure Limitation Method: Addition of Noise

(NOTE: The following method is only used for matgie data.) Another statistical disclosure
limitation method is to addoise to the underlying microdata before producing tabular yetsd

In this method, each establishment/organizatiohémsampling universe is assigned a
multiplier -- called a “noisefactor.” Whenever an establishment/organization is canvassed in
any survey or census, all of its values are multighgdts noise factor. Within a particular
survey or census, all establishments/organizationsdAave their values multiplied by their
corresponding noise factdosfor e the data were tabulated. Since the same multigligways
associated with an establishment/organization aad wherever its data are tabulated, values
would be consistent from one table to another. That the same cell appeared on more than
one table, it would have the same value in allgsbl (For more information on this technique,
see Evans et al.,1996.)

Did you add noiseto the underlying microdata befor e creating the tables?
Yes.
No. Ifno, please skip to Section 5.3.4.

Which itemsreceived noise?

How was noise added to the data?

How much noise was added to the data?

Disclosure Limitation Method: Additonal Methods For Frequency Count Data

In addition to the cell suppression techniques desdrdbove, there are other disclosure
limitation methods that can be used for frequency cdatd. These additional methods include
traditional rounding, random rounding, controlled rougdior record swapping. (NOTE: For a
description of these other techniques, consult SB\ZP or Appendix B.)

Other than cell suppression, editing, and noise, wer e any other disclosur e limitation
techniques used for this data?

Yes.

No. Ifno, please skip to Section 5.3.5.

If yes, please describe:
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Treatment of Special Types of Magnitude Data

Some data require special treatment in terms of apptisaiosure limitation techniques. Some
possibilities follow (NOTE: For a description otte other techniques, consult SPWP # 22.):

Tablesthat report negative values: If all reported values are negative, suppression n#es
be applied directly by taking the absolute valuehefreported data.

Tablesthat report net changes (that is, the difference between valuesreported at different
times): If either of the values used to calculate net chaveye suppressed in the original
publication, then net change must also be suppressed

Tableswher e differ ences between positive valuesarereported: If the published item is the
difference between two positive quantities reported fersdime time period (e.g., net
production equals gross production minus inputs), thersuppression rule that is applied
depends on whether the resulting difference is gengraflifive or generally negative. (For
suggestions on appropriate suppression procedurgylt&WNVP # 22, page 90.)

Tablesreporting weighted averages: If a published item is the weighted average of two
positive reported quantities, such as volume weigptes, apply the suppression procedure
to the weighting variable (volume in this example).

Areyou planning to release tablesthat report negative values, net changes, differ ences, or
weighted aver ages?
Yes.
No.

Did any data require special treatment?
Yes.
No.

If yesto either 5.3.5.1 or 5.3.5.2, please describe the data element(s) and what special
disclosur e procedur es wer e done:

Collecting Data that Naturally Fall into Clusters or Groups

An agency collects data at the establishment or azgaonal level. However, it may be aware
that certain establishmentsn be grouped into “clusters.” For example, a firm may have

multiple locations, and all locations have a unifgmting policy. Therefore, in a survey of
pricing policies, all of these establishments shdaddonsidered to be one sampling unit when
disclosure limitation methods were applied. As anogxample, multiple establishments
owned by one company may share confidential data griamselves.

Does the data that you collect fall into natural “clusters?”

Yes.
No. Ifno, please skip to Section 5.5.
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If yes, please describe these clusters:

Do you consider such clusterswhen you apply disclosure limitation methods to tables?
Yes. Ifyes, please explain what was done:

No. If no, please explain why the clusters were not taken into consideration:

Coordination of Disclosure Limitation

There is a risk of disclosing confidential informationemmultiple surveys in an agency
produce tables that are generated from the same data®\Betuppressions must be coordinated
among all tables generated from the same data sedén i ensure that disclosure limitation
methods applied to one table cannot be used tdifigsensitive cells in a previously released
table. For example, in the Bureau of Labor StatisticsS)Bthe Universe Database (UDB) is
used as the sampling frame for almost all of BLS’s establishment surveys. So, hypothetically,

in BLS, it is possible that two program areas whichthedJDB could want to publish the same
two-way table with identical primary suppressionsditferent secondary suppressions. An
agency wants to be sure that suppression patternaiadé¢ables do not unravel each other.

The principle of coordination is especially importaritem nonstandard or special tables are
created or when “regular/standard” tables were previously published. Before such tabular

products are released, special actions must be takene [program staff to coordinate disclosure
limitation methods.

Have these data been used for resear ch purposes (for example, by an exter nal resear cher)
or released asin a special tabulation?

Yes.

No.

Please give a brief description of this use or what was released:

Hasthe same (or very similar) data also been released by your unit or another division,
program area, or branch?

Yes.

No. Ifno, you have completed the Checklist.

Wer e disclosur e limitation techniques (such as cell suppression patter ns) coor dinated with
those previously used?
Yes. Ifyes, please explain:
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No. If no, explain why you did not coordinate:
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Appendix A: Statistical Disclosure Limitation Method by
Three Types of Release (Microdata Files, Demographic
Tables, and Economic Tables)

Type of Release
Statistical Disclosure
Limitation Method

Microdata Demographic Economic
File Tables Tables
Record swapping Yes Yes
Blanking and imputing Yes Yes
Rank swapping Yes
Traditional rounding Yes
Controlled rounding Yes
Random rounding Yes
Noise Yes Yes
Cell suppression Yes Yes
Local suppression Yes
Recoding into broader categories Yes Yes Yes
(includes top-coding,
bottom-coding, and geographic
restrictions
Blurring Yes
Microaggregation Yes
Multiple imputation Yes
Data modification Yes
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Appendix B: Definitions of Selected Statistical Disclosure
Limitation M ethods®

Blanking and imputation: Blanking and imputation involve selecting a sangdleespondent
records from internal files and blanking a subset of #Hiees on those records and then
using imputation techniques to fill in the blankesdues.

Data modification (data blurring): Data modification (or data blurring) involves adding
uncertainty to all cell values in a table or to e@llues that are less than a prescribed
threshold (e.g., 10). Modifications to cell values (e-b, 0, or +1) are added with
prescribed probabilities. For example, with these fieations, a published value of 4
could represent an actual value of 3, 4, or 5. Tetent that tables have actual cell
values below a prescribed threshold, there will be rowgnerror and inconsistencies
within tables and among tables.

Data swapping: Data swapping involves selecting a sample of respandeords from
internal files and interchanging data for these respdsdeith other respondents that
have identical characteristics on a set of key vagmbl

Rounding: Rounding involves adjusting the values in allc@l a table to a specified base so
as to create uncertainty about the real value for alhywhée adding a small but
acceptable amount of distortion to the data. Thersareral ways in which the
rounding technique can be implemented:

Controlled rounding: In controlled rounding, an attemphade to round the values in cells of
a table so as to preserve summation to subtotal&ahfeltotals. With controlled
rounding, there may be inconsistencies among tables.example, the total population
in a table showing data on age may be different frontata¢ population in a table
showing data on race.

Fixed (or traditional) rounding: In fixed (or traditional) raling, each cell value is rounded
independently in a prescribed manner, which produceadtbtivity within tables but
consistency among tables. An example of fixed roundirto round values ending in 8,
9,0, 1, or 2to avalue ending in 0 (e.g., a valuE8p 19, 20, 21, or 22 would be rounded
to 20). In the example of tables on age and on rattesipreceding paragraph, the total
population with fixed rounding will be the same i tiivo tables, but the sum of cell
values by age or by race may not add to the totallatipns in the respective tables.

Random rounding: In random rounding, each cell valueusded independently in a random
manner. For example, values of 6, 7, 8, or 9 coulsbbrded to 5 or 10 based on
assigned probabilities. With random rounding, therg b®inconsistency in data
within tables and among tables.

2 For more information consult the Federal Committee on Statistical Methodology’s Report
on Statistical Disclosure Limitation Methodology (May 1994).
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Note# 1. With controlled rounding, fixed rounding, and random ihing, there is a choice of
the base for rounding, the most common choices beargd®. All rounded values
(other than zeros) are multiples of 3 or 5, respectivddgse 3 rounding introduces less
distortion than base 5 rounding, but since multipke3 can end in any digit from 0 to 9,
the use of base 3 rounding is less obvious to dats tisan the use of base 5 rounding,
which produces values ending only in O or 5.

Note# 2. The techniques of rounding and data modification andagi in that they introduce
uncertainty into the published data. The primary difiegeis that the rounding
technique uses a specified base (usually 3 or 5) for logvalues in table cells whereas
data modification does not use a specific base.
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